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I. DATA PROTECTION IN CONTEMPORARY TIMES 

“Without data, you are just another person with an opinion. - W. Edwards Deming”  

Data is an integral and crucial part of life in today’s world. The regulation and protection of 

the same has been one of the major contemporary issues. Data protection laws and regulations 

refers to the set of privacy laws, regulations, policies and procedures with the primary objective 

of minimising invasion and misuse of one's privacy and personal information that may be 

caused by the collection, storage, improper disclosure and dissemination of an individual’s 

personal data. Personal data broadly refers to any information that relates to an individual who 

can be identified from such information, whether collected by any Government authority or 

any private organization or an agency. 

The global pandemic declared by the World Health Organization on 11th March, 2020, due to 

the outbreak and rapid spread of COVID-19 which is a Public Health Emergency of 

International Concern, as defined in the International Health Regulations, 2005. COVID-19 

has posed a serious health emergency which mankind is grappling with across the globe. Owing 

to this pandemic, video conferencing applications have emerged as the light at the end of the 

tunnel for people worldwide trying to continue their work from home, business 

communications, schooling, political conferences, etc. Even the judicial mechanisms across 

the world resumed adjudicating matters using video conferencing apps.  In view of the same, 

Zoom Video Communications Inc. (‘Zoom’), that provides an application (‘app’) for video-

telephoning and online chat services through a cloud-based peer-to-peer software platform used 

for teleconferencing, telecommuting, distance education, and social relations, is currently 

undergoing a lawsuit regarding illegally disclosing user data to third parties, including to the 

likes of Facebook. According to the suit, “Zoom’s privacy policy doesn’t explain to users that 

its app contains code that discloses information to Facebook and potentially other third parties.”  
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But what exactly encompasses this ‘personal data’? The Personal Data Protection Bill, 2019 

introduced in the Parliament of India (‘Bill of 2019’) defines “personal data” as data about or 

relating to a natural person who is directly or indirectly identifiable, having regard to any 

characteristic, trait, attribute or any other feature of the identity of such natural person, whether 

online or offline, or any combination of such features with any other information, and shall 

include any inference drawn from such data for the purpose of profiling.’ 

The Aarogya Setu app, developed by the Government of India (‘Central Government’) to 

connect essential health services with its citizens, makes use of GPS and bluetooth to alert 

people in the event an individual in the user’s vicinity gets infected. Similar data for tracking 

purposes is collected by various other video conferencing apps.  The issue of ‘privacy’ in this 

context has both positive and negative aspects to it. On one hand, privacy policies aim to 

restrain the Government authorities from intruding into the personal life and liberty of an 

individual and on the other hand the said policies also aim at placing an obligation upon the 

Government to take necessary precautions for safeguarding the privacy of an individual. 

Interestingly, the Arogya Setu app fails to satisfy both of these, because of its non-justifiability 

to proportionality principles.  The extent for the Central Government to lawfully intercept 

communications yet stands blurred. Although in 2011, it was reported that 8,736 phones were 

lawfully being tracked, just two years later i.e. in 2013, it was reported that over 1371 phones 

were intercepted in Himachal Pradesh alone. It is also pertinent to note that in 2013, the Home 

Ministry had only authorized interception of only 170 phones.[4] 

As stated by Dr. Kamlesh Bajaj, CEO of Data Security Council of India for the Forbes 

Magazine, “The structure of these provisions and the lack of safeguards incorporated, serve as 

a dilution to user privacy. For example, though these provisions create a framework for 

interception they are missing a number of internationally recognized safeguards and practices, 

such as notice to the individual, judicial oversight, and transparency requirements.”   

The implementation of the ‘Central Monitoring System’ by the Central Government is another 

example of the Government seeking greater access to personal data of its citizens. The said 

system will allow security agencies to bypass service providers and directly intercept 

communications between people. It is unclear if the system will provide for the interception of 

only telephonic communications or if it will also allow for the interception of digital 

communications and internet traffic. It is also unclear what checks and balances exist in the 

system. By removing the service provider from the equation the government is not only taking 

away a potential check, as service providers can resist unauthorized requests, but it is also 
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taking away the possibility for companies to be transparent about the interception requests that 

they comply with. 

It is thus pertinent to first understand the various aspects of the concept of data privacy and the 

approach of judiciary and legislature towards the same.  

 

II. COLLECTION AND STORAGE OF PERSONAL DATA BY VIDEO 

CONFERENCING APPS: 

Zoom's privacy policy categorically asserts collection of user’s data which includes 

information uploaded, provided or created while using Zoom. This includes text messages 

exchanged on the platform, cloud recordings, whiteboards, files and other information shared 

while using Zoom's service and is said to be used for providing services such as video 

conferencing, storage of chat logs, storage of recordings if explicitly required by the host or 

customer and for storage of voice mail for Zoom phone. Zoom has a separate modality for its 

marketing sites wherein such information can be used for the purposes of advertising and 

marketing. However, despite this, Zoom insists that it does not sell user data.  

Vidyo's privacy policy prima facie doesn't appear to be as crystal clear or transparent as Zoom's 

as the terminology used by Vidyo is more ambiguous and not entirely accurate which is 

inappropriate when it comes to framing privacy policies. The said policy also states that Vidyo 

collects "many kinds of information" for the purpose of ensuring that it offers and improves 

the quality of its services but instead of being specific as to whether or not it shall or shall not 

collect the data of the user who visits its website or uses its services, the policy simply states 

that Vidyo "may collect" the user’s data. This is a worrisome issue as the usage of the word 

"may" creates unnecessary ambiguity and confusion in the mind of the user. Privacy policies 

ought to be precise and ought to clearly state the kind of information the respective company 

is collecting from the user, why it is collecting it, and with whom it is sharing the same. 

Furthermore, the data that Vidyo collects, as per its own definition, is inclusive and not 

exhaustive. This clearly digresses from the concept of purpose limitation of the data collected 

from a user , notwithstanding that users consent to their data being tracked, collected or stored 

for purposes actually unknown to them.                                           

III. CONCEPT OF ‘RIGHT TO PRIVACY’: 

It is worthwhile to consider the jurisprudential aspect of ‘right to privacy’ which was first 

propounded by the Supreme Court of the United States of America in the case of Warren and 

Brandeis . The American courts relied upon the common law theories as well as the First 
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Amendment to Bill of Rights  which enabled them to construe the aforementioned right in line 

with their prevailing laws. 

Warren and Brandeis set forth certain remedial mechanisms with respect to publication of one's 

private affairs with the following exceptions: 

1. Privileged communications are the domain of libel/slander; 

2. Speaking gossip and oral communication are outside the purview of privacy rights; 

3. Consent to publication is an outright defence; while 

4. Truth; and 

5. Malice are irrelevant to a breach of privacy action. 

The right to privacy is also recognised as a basic human right under Article 12 of the Universal 

Declaration of Human Rights Act, 1948  as well as Article 17 of the International Covenant on 

Civil and Political Rights Act, 1966  and India has been a party to the said covenant since 1979. 

 

In the context of Indian law, a fundamental right to privacy would cover at least the following 

three aspects: 

A. ‘Privacy that involves the person i.e. when there is some invasion by the State of a 

person's rights relatable to his physical body, such as the right to move freely; 

 

B. Informational privacy which does not deal with a person's body but deals with a person's 

mind, and therefore recognises that an individual may have control over the dissemination of 

material that is personal to him. Unauthorised use of such information may, therefore lead to 

infringement of this right; and 

 

C. The privacy of choice, which protects an individual's autonomy over fundamental 

personal choices.’  

While asserting that the right to freedom of speech and expression as per Article 19 (1) (a)  of 

The Constitution, is not an absolute right and is susceptible whether consent is given by an 

aggrieved person.  In People's Union for Civil Liberties v. Union of India  The court held that 

telephone tapping by the government under telegraph act amounts to violation of Article 21 

and this right can be deprived of ‘only by the procedure established by law.’  Nevertheless, as 

mentioned previously, over 1371 phones were intercepted in Himachal Pradesh whereas the 

Home Ministry had only authorized interception of only 170 phones. 

On the flip side, in the case of Mr. X v. Hospital Z , the Hon’ble Supreme Court of India (‘Apex 

Court’) opined that the ‘right of privacy’ may arise out of a particular or specific relationship 
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among individuals, which includes a commercial relationship between parties as well while 

also simultaneously clash with the right of another individual to be informed i.e. disclosure of 

confidential information of one party by invasion of that party’s privacy rights may clash with 

another individual’s or entity’s right to be informed.  

In view of the legal maxim Salus Populi Suprema Lex Esto, meaning ‘the welfare of people 

should be supreme law’, all personal rights ought to ideally yield for greater public good and 

this aspect of utilitarianism is manifested in judgments of Malak Singh v. State of Punjab and 

Haryana  and Sharda v. Dharmpal . This is why most privacy policies often contain clauses 

stating that the data collected by the respective company may be disclosed to the government 

for ensuring the enforcement of law. 

 

 

IV. WHICH LAWS GOVERN PRIVACY POLICIES IN INDIA? 

The Information Technology (Amendment) Act, 2008  (‘Amendment Act’) made significant 

changes to the Information Technology Act, 2000 (‘ITA’), introducing Section 43A  which 

provides for compensation to the aggrieved party in case a corporate body is negligent in 

implementing and maintaining reasonable security practices and procedures thereby causing 

wrongful loss or wrongful gain to that aggrieved party. This applies to the event where a 

corporate body possesses, deals or handles any sensitive personal data or information in a 

computer resource that it owns, controls or operates.  

In 2011, the Central Government prescribed the Information Technology (Reasonable Security 

Practices and Procedures and Sensitive Personal Data or Information) Rules, 2011  (‘2011 

Rules’) by publishing it in the Official Gazette  thereby requiring any body corporate to provide 

a privacy policy for handling of or dealing in personal information, including sensitive personal 

data or information . According to the 2011 Rules, a privacy policy must consist of the 

following information: 

1. Clear and easily accessible statements of its practices and policies; 

2. Type of personal or sensitive personal data or information collected; 

3. Purpose of collection and usage of such information; 

4. Disclosure of information including sensitive personal data or information; 

5. Reasonable security practices and procedures. 

  

In July 2017, a committee of experts chaired by Justice B. N. Srikrishna (‘Srikrishna 

Committee’) was set-up to examine various issues related to issues dealing with data protection 
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in India.  The Srikrishna Committee submitted its report  in July, 2018, along with a Draft 

Personal Data Protection Bill, 2018 (‘Draft 2018 Bill’) to the Ministry of Electronics and 

Information Technology. This Draft 2018 Bill was introduced in the Parliament of India as Bill 

of 2019 the provisions of which are based on the recommendations of the report of the 

Srikrishna Committee. One major contradiction in the Bill of 2019 from the Draft 2018 Bill 

are as follows: 

 

1. Draft 2018 Bill stated that ‘sensitive data’ shall be defined as “sensitive personal data 

includes personal data related to health, sex life, sexual orientation, financial data, passwords, 

among others” and that the Data Protection Authority (‘DPA’)  can categorise any other 

personal data as sensitive data. However, the Bill of 2019 removes passwords from the category 

of sensitive personal data and the power to further categorise personal data as ‘sensitive data’ 

shall be vested in the Central Government in consultation with the DPA and the sector regulator 

concerned.  

2. Under the Bill of 2019, re-identification and processing of de-identified personal data 

without the consent of the respective individual is the only offence punishable with 

imprisonment as opposed to the previous Draft Bill of 2018 which recognised offences such 

as: (i) obtaining, disclosing, transferring, or selling personal data in contravention of the Act, 

and (ii) re-identification and processing of de-identified personal data (data from which 

identifiers have been removed) without consent, are punishable with imprisonment.  

3. Under the Draft 2018 Bill, the DPA consisted of a chairperson and six whole time 

members, while under the Bill of 2019 the DPA may consist of fewer than six members. 

Further, the selection committee under the Bill of 2019 does not include a judicial member as 

opposed to the Draft 2018 Bill where it consisted of the Chief Justice of India or a Supreme 

Court judge nominated by him and an expert. 

 

The Bill has been referred to a Joint Parliamentary Committee for detailed examination, and 

the Committee is expected to submit its report by the last week of Budget Session, 2020.    

 

In August 2017, the Apex Court recognised the right to privacy as a fundamental right under 

The Constitution , tracing it back to Article 21 therein and also opined that privacy of ‘personal 

data and facts’ is an essential aspect of an individual's right to privacy.  

 



VOLUME 1 ISSUE 2                                                 2020                                                    ISSN NO. 2582-5534                                                                      
	
	

Burnishedlawjournal.in	

The Bill regulates personal data related to individuals, and the processing, collection and 

storage of such data. The Bill governs the processing of personal data by both Government 

authorities and corporations incorporated in India.  It also governs foreign companies, if they 

deal with personal data of individuals in India. 

 

 

V. CONDUCT OF ZOOM AND OTHER ONLINE APPS IN RESPECT OF DATA 

PRIVACY: 

For the purpose of scrutinising whether the various video conferencing apps and apps in trend 

adhere to the privacy laws and further whether they infringe privacy rights of its users, an 

analysis of privacy policies and functioning of these apps is befitting, as analysed herein after. 

The nature of contractual relation between the service provider of an app and its user makes us 

question whether both the said parties are bound by each other contractually and if so, is there 

a common consensus at the genesis of this relation? The concept of ‘Consensus Ad Idem’ 

means there has been a ‘meeting of the minds’ among all parties to a contract.  Meeting of the 

minds essentially signifies a mutual comprehension of the content of the contract. It stipulates 

that parties understand and agree to the contractual terms. Therefore, if there is an inherent 

vagueness or ambiguity around the content of the contract, it will not be valid.  

A mere superficial review of the privacy policies of any video conferencing apps used these 

days, including the Zoom app or the Aarogya Setu app, demonstrate the potentially alarming 

loopholes in its security framework and the uncertain, ambiguous and exploitable nature of 

their privacy policies. For the purpose of illustration, the privacy policies of the following apps 

have been analysed and referred to: 

A. Zoom App: 

Zoom has been struggling with many key issues after it went viral during the lockdown 

imposed in India following the COVID-19 pandemic which led to the exposure of its 

shortcomings. This includes encryption, privacy and security issues. Reuters reported last week 

that Zoom will only roll out high-security, end-to-end encryption to paying customers, 

potentially with exceptions for dissident groups or non-profit entities that require the added 

security.  Some examples of misuse of the loopholes in law as practised by Zoom app can be 

stated as follows: 

1. According to an investigation conducted by The Intercept news site, Zoom uses its own 

definition of “end-to-end encryption” which allows Zoom an access to unencrypted video and 
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audio from users’ meetings and uses such technology that does not make content private to 

Zoom which is otherwise protected under an individual’s Wi-Fi firewalls.  

2. It has also been revealed that hackers can steal passwords through Zoom’s users 

operating through a Microsoft operating system.  Cyber experts warn that on account of a 

security flaw, the app allows hackers an access to email accounts by clicking on a link sent 

over web chat.  

3. Decrypt has accused Zoom in one of its reports of practising stealth monitoring and that 

it is able to monitor the activity  on your computer and collect information about which 

programs are currently running.  

4. A researcher of the National Security Agency of the United States of America 

discovered that he could inject a malicious code into Zoom  to trick it into giving the hacker 

physical control of a vulnerable computer which would allow the hacker to not only control 

the webcam and microphone of the hacked computer but also to install malware or spyware on 

it. No fix for the issue has been found yet.  

5. According to the Electronic Privacy Information Center (‘EPIC’), Zoom Intentionally 

designed its web conferencing service to bypass browser security settings and remotely enable 

a user's web camera without the user’s consent.  EPIC has filed a complaint with the Federal 

Trade Commission (‘FTC’) over this issue. 

6. Zoom’s iOS app was found to have been sending data to Facebook without the explicit 

consent of the respective users. The data sent included the model of the device being used and 

its unique advertising identifier.  

 

B. Aarogya Setu App: 

This app, designed to connect essential health services with the users in order to combat the 

growth and spread of COVID-19, requires the users to submit their geodata and also uses 

bluetooth to connect to other registered users of the app. The network thus formed is used to 

analyse whether the user has come in contact with anyone who has been tested positive of 

COVID-19. The wordings of the app’s Terms of Service are entirely vague, ambiguous, unclear 

and broadly worded rendering a wide scope of interpretation thereof. As per the said Terms of 

Service, the app is intended to “notify, trace, and suitably support” a registered user, regarding 

the COVID-19 virus. Notwithstanding this, the following aspects of the app’s privacy policy 

are concerning: 

1. Clause 2 (a) of the app’s privacy policy enables the Central Government to share 

personal information of the user uploaded to the app’s cloud server with “such other necessary 
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and relevant persons” in order to “carry out necessary medical and administrative 

interventions”.  

2. The liability clause therein exempts the Central Government from any liability in the 

event of “any unauthorised access to the [user’s] information or modification thereof”. 

3. Section 52 (ab) and (ac) of the Copyright Act, 1957 provide for the statutory right of 

every individual for reverse engineering and computer programming which is a well-

recognised method to scrutinize the privacy standards of any app. It is pertinent to note that the 

Terms of Service of the Aarogya Setu app categorically disallow such scrutiny.  

 

C. Say Namaste App: 

The privacy policy of Say Namaste app states that it “...may share your information with third 

party service partners that function on our behalf. Examples include, but are not limited to: 

companies that assist us with serving advertisements within the services, analysing data, and 

providing marketing assistance; payment processors; and mailing houses and shipping 

agent…”  

The terms and conditions to which a user provides its consent are not exhaustive in nature thus 

leaving the user indirectly unaware of the nature and implications of its consent and eventually 

defeating the existence of a consensus ad idem between the user and the app.    

D. VidyoConnect (‘Vidyo’): 

The privacy policy of Vidyo states that “...Vidyo may automatically collect and store certain 

information about your usage of and interaction with Vidyo’s products and services such as 

server information and call records which contain the time and duration of calls, the number 

and types of participants on each call, and electronic identification data of the call participants 

such as user name (which may be the participant’s email address), display name, IP address, 

telephone number (if the participant joined by telephone), server details, endpoint type and 

version, device type and type and version of operating system, browser type, version and 

language, and circumstances of disconnecting from the call...Electronic information collected 

by Vidyo is kept on servers that are owned or operated either by Vidyo or by Vidyo contracted 

suppliers… Vidyo may share your information as follows: 

• With our subsidiaries and controlled affiliates located in the U.S. or elsewhere, as we 

believe necessary for business purposes; 

• User information in Vidyo’s files may be transferred in a corporate reorganization 

transaction such as a sale or divestiture of the company or its assets...’ 
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It is pertinent to note that a user can avail of remedies Vidyo’s policy only if it lives in the 

European Economic Area (EEA), and wishes to access, amend, delete, or transfer any personal 

data.  

 

VI. RECOMMENDATIONS: 

 

1. The report of the committee of experts under the chairmanship of Justice A.P. Shah 

published its report in October, 2012 proposing a set of recommendations for better a 

framework of privacy laws in India. Most importantly, the Report recognizes privacy as a 

fundamental right and defines ‘Nine National Privacy Principles’ that ought to be applied to all 

data controllers, both in the private sector and the public sector in India. These principles are 

in line with global standards including the privacy framework of European laws, the 

Organisation for Economic Co-operation and Development and that of the Asia-Pacific 

Economic Cooperation with focus on provisions for - notice, choice and consent, collection 

limitation, purpose limitation, access and correction, accountability, openness, disclosure of 

information and security measures. This would ensure that businesses and governments are 

held accountable for protecting the sensitive personal information of their customers and users 

and promote a stringent legal recourse in case of infringements thereof.   

 

2. Privacy policies of service providers should be concise, transparent, unambiguous and 

easy to understand. In practice, privacy policies are often the opposite and are riddled with 

broad language that only gives a superficial appearance of providing protection to the end users. 

 

3. The user ought to be informed clearly as to what they are providing their consent to 

with respect to usage of their personal data. Privacy policies generally list details of information 

that are collected by them and the purpose thereof but such details are not exhaustive or 

completely transparent and are merely illustrative. Hence, the user ultimately ends up giving 

his consent to usage of his personal data without fully knowing the extent to which the service 

provider uses the user’s data. 

 

4. At times the company is permitted to act in its discretion in times of ‘necessity’. 

However, such discretion should not be left unfettered as it stands today. 
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5. Personal data collected and processed by data controllers should be limited to the 

purposes for which they are processed. Since the purpose stated in the privacy policies are 

constructed to broadly cover a wide spectrum, it is next to impossible to hold the server 

companies liable for not notifying the user after changing the purpose as mentioned above. 

Thus, even this aspect ought to be clearly specified to the used in advance or immediately upon 

any changes thereto. 

 

6. Since jurisdiction is one of the major challenges in disputes with respect to data 

infringement by online apps, service providers should clearly inform the users of their app at 

the initial stage itself about the jurisdiction under which disputes would be covered and options 

available with the used for seeking redressal of their grievances. Foreign entities that provide 

app services in India should be made to necessarily register themselves with the appropriate 

India authority prior to being functional in India. 

 

7. There ought to be a set of standard statutory security measures within the Indian legal 

framework for monitoring the usage and handling of user data by service providers and only 

those apps which fulfil these standards should be allowed access to the sensitive information 

of their users. The privacy policies of online apps often state that the service provider shall act 

according to what it deems reasonable in respect of the service provided by it and the data 

collected by it for the same. It is up to the service provider to evaluate what is ‘reasonable’ and 

accordingly decide the measure it deems fit for securing the data obtained by it. There are thus 

no set statutory standards for the same. Hence, not only the privacy security standards among 

different countries vary, but also the standards for securely storing the data vary from one app 

to another. 

 

8. A company may shrug off its contractual liabilities which it owes to the aggrieved user 

stating that there was no consensus ad idem in the first place. To curtail such mischief, the 

legislation should make provisions for providing remedies to the aggrieved party. The judiciary 

should also lean in the favour of the user and set precedents which would enable a less uncertain 

interpretation of the terms used by companies. 

CONCLUSION: 

In the present times where the world is struggling through a pandemic, the usage of online 

application has become more frequent and necessary and thus the requirement for a stronger 

security system for data protection has become crucial. Even governments across the globe 
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ought not exploit the pandemic situation to intrude upon its citizens’ personal data under the 

blanket pretext of tackling the difficult situations for the greater good of the public. As Howard 

Tullman has famously quoted, “Personal data is the oil of the digital age”, the domain of 

personal data and privacy are turning into a sort of new-age currency for businesses. The Bill 

of 2019 that had emerged as a ray of hope for India in this respect fails to nip the real issues in 

the bud so far and is in dire need of being made more robust, stringent and in line with global 

standards. Thus, as per the recommendations herein above, the needs to adopt and lay down a 

stronger and more combative legal framework around data protection and user privacy in India 

is the need of the hour. Service providers need to be brought under the scanner and be made to 

strictly adhere to statutory privacy standards. As the Hon’ble Supreme Court of India has 

rightly ruled in its wisdom that, 

        ‘'…. privacy begins where liberty ends.”    

(~Per Nariman J. in Puttaswamy) 

****** 


