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Abstract: 

 
In today’s world protection on the internet is as important as protection from the 

coronavirus! For safeguarding the citizens on the internet, the government devised new rules 

under the Information Technology Act known as the Information Technology (Intermediary 

guidelines and Digital Media Ethics Code) Rules, 2021. These rules stipulated several 

conditions that social media companies like Facebook, Twitter, Instagram, etc. had to comply 

with by May 25, 2021. Non-compliance to these rules would lead to deprivation of their 

protection under Section 79 of the Information Technology Act. As a result, Twitter and 

Instagram users bid a faux adieu to each other on the 25th of May giving rise to various 

stories related to the social media ban in India. Although nothing changed for the users in 

terms of usage of the applications, the rules brought back the question of the right to privacy. 

WhatsApp also relied upon the famous Right to Privacy judgement in Justice K.S 

Puttaswamy v. Union of India*, in its case filed against the Government of India over the new 

rules; which expects companies like Whatsapp to aid the Government in identifying the 

‘originator’ of messages which are unlawful by breaking end-to-end encryption. On one 

hand, while the new rules aim to protect users, on other hand they jeopardize user safety by 

infringing their privacy. Some changes increase internet safety, while some require major 

reconsideration by the government. The Information Technology (Intermediary guidelines 

and Digital Media Ethics Code) Rules, 2021 just like any other have a few pros along with 

some cons. 

 
Introduction: 

 
Instagram ban! Twitter ban! The top social media platforms and their non-compliance 

to the rules imposed by the Indian Government have been a constant topic in the news lately. 

All the fuss started from the day the Information Technology (Intermediary guidelines and 

Digital Media Ethics Code) Rules, 2021 were announced earlier this year.* The Information 

Technology (Intermediary guidelines and Digital Media Ethics Code) Rules, 2021 

(hereinafter referred to as IT Rules) inter alia intend to increase the liability of various social 

media platforms such as Instagram, Twitter, Facebook, etc. and OTT platforms that have 

millions of users. Secondly, enable the users to file their grievances and get them resolved 

speedily through a three-tier system mentioned under the new rules. 

 

 

 

* Fourth Year, B.L.S.LLB, DYPCOL [Authored on: 06.06.2021] 

* Justice K.S. Puttaswamy v. Union of India [MANU/SC/1054/2018] 

* Information Technology (Intermediary guidelines and Digital Media Ethics Code) Rules, 2021 under 

Information Technology Act, 2000 
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The grievance redressal mechanism includes a Chief Compliance Officer (who is a 

senior employee of a social media platform and is expected to respond to all government 

demands), a Nodal Contact person (who will co-ordinate with the law enforcement agencies 

of the country) and a Grievance Officer (to ensure that grievances filed by users are resolved 

and action has been taken within 15 days). All officers appointed have to be residents of 

India. The rules also put forth a requirement for instant messaging applications to facilitate 

the tracking of the source of the message. 

 
If the social media platforms failed to comply with any of these rules, then the 

indemnity provided to these apps under Section 79 of the Information Technology Act 

(hereinafter referred to as Section 79) would be revoked. 

 
Section 79 of the Information Technology Act explained 

 
According to Section 79, an intermediary will not be held liable for any data, obscene 

content hosted on their platform. This protection is only available when the intermediary does 

not initiate the transmission of the data or message and does not edit or modify the 

information contained in the transferral. In a nutshell, the platform must only be a carrier of 

the message from person A to person B without interfering or tampering with the content in 

any manner, and only then will it be safe from any legal case brought against it.* 

 
The need to include such protection under the act arose after the case of Avinash Bajaj 

v. State.* In November of 2004, an IIT student had uploaded an obscene video clip on 

bazee.com, an auction website. The crime branch of Delhi Police arrested not only the 

student but also the chief executive of bazee.com, Petitioner and his associate Sharat 

Digumarti. After spending four days in Tihar jail, the criminal complaint that was filed by 

Delhi Police was challenged by Avinash Bajaj in court. In the case filed, he argued that there 

was no intervention by the website and he should not be liable as the transaction took place 

directly between the seller and the buyer. 

 
In 2005, Avinash Bajaj was found to be guilty under Section 85 of the Information 

Technology Act, 2000. According to Section 85, if a company commits an offence under the 

Act, all executives at that time will be held liable.* This conviction was overturned in 2012 

by the Supreme Court. Following this verdict, the Information Technology Act was amended 

and Section 79 was introduced. 

 
If the apps fail to comply with the new rules then they would lose their protection 

under Section 79 which would consecutively lead them to spend more money on their legal 

team than app development, since every illegal act on the said application would drag in the 

executives of the application as well. 

 
 

* Section 79, Information Technology Act, 2000 http://www.bareactslive.com/ACA/ACT632.HTM 

* Avinash Bajaj v. State (NCT of Delhi), (2005) 116 DLT 427: (2005) 79 DRJ 576 

* Section 85, Information Technology Act,2000 http://www.bareactslive.com/ACA/ACT632.HTM 
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How does this move affect us Indians? 

 
The only change according to the government is that of ‘more protection’. Over the 

past few years, India has become digitally forward like never before and with all this 

exposure on the internet, there need to be stricter rules and a more secure safety net. These 

rules set a boundary for the social media applications and OTT platforms that they cannot 

cross within our territory. The rules nowhere mention a complete ban on social media 

applications in the country but the protection provided under the IT Act will no longer be 

available to the dissenting applications or OTT platforms. The new IT rules do not and will 

not affect our use of the various social media apps in any way. 

 
Rationale and justification for New Guidelines 

 
The new IT rules aim to uplift the users from being dependent on the whims of social 

media platforms and establishing a robust complaint redressal mechanism. Filtering the 

content that is allowed on the internet and ensuring the presence of a safe internet 

environment in India. 

 
The Supreme Court in a writ petition in Prajwala v. Union of India & Ors.* order 

dated December 11, 2018, had observed that the Government Of India may frame necessary 

guidelines to eliminate child pornography, rape and gang rape imageries, videos, and sites in 

content hosting platforms and other applications. Owing to a lack of responsiveness in the 

past from the 'report abuse' tab on the applications, these rules will make sure that every user 

feels safe and is taken care of on the internet. 

 
Concerns regarding the new rules 

 
Although these rules are set out to safeguard the user and create a safe internet 

environment in India, there are a few concerns surrounding the new IT rules. 

 
1. Appointment of the Grievance Officer, will he be working for the people or the 

government? 

 
Appointing resident Grievance Officers will be helpful for the Indian users since they 

wouldn’t have to wait for a person sitting in the United States of America to reply to their 

complaints. This way the redressal would be quick and effective. But that also means these 

officers will have to deal with pressure from the local authorities. Corruption does exist in 

plentiful and this will happen! So what does the government have in mind to safeguard the 

officers from unnecessary pressure and let them do their job the way they know it? 

 
According to me, the first thing to do to protect the Grievance Officers from 

unnecessary pressure from the local authorities or any officer holding an integral post for that 

 

* In Re: Prajwala, SMW (Crl.) No(s).3/2015 
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matter is to update our anti- corruption and anti-bribery policies. Thus making it clear that it 

not as easy as pressuring someone, just to get the work done according to one’s needs. Create 

fear in the minds of the people through stricter rules which sends out a clear message- that 

there are rules set in place and the consequences of breaking them would be quite unpleasant. 

Only the person the Grievance Officer reports to must have the power to influence his work 

and no other local authority. Before anything, if rules to control corruption and bribery aren’t 

set in place, this country will never progress towards development but farther from it. 

 
2. End-to-end encryption and Right to Privacy? 

 
The safety of end-to-end encryption is what gives peace of mind to every user. The 

users know that they are safe, their details are safe! The government’s desire to break end-to- 

end encryption jeopardizes all of this. Appointing a Grievance Officer seems much easier and 

doable than this! 

 
The new rules expect a company like WhatsApp to stop end-to-end encryption and 

enable the government to track down the ‘first originator’ or ‘first sender’ of the message. 

This request to track down the originator will only be made by the government in cases 

where sexually explicit content is being circulated on the internet. But why risk everyone’s 

safety for the same? The end-to-end encryption will not be available for a single user and all 

of us will not be safe on the internet anymore! So doesn’t that make cyber safety more 

complex? 

 
In my opinion, asking companies like WhatsApp to break end-to-end encryption will 

be detrimental in a nation where citizens do not have a data protection law to protect them 

from any wrongs committed by any party. The government should first accelerate the passing 

of the Personal Data Protection Bill, 2019* before jeopardizing the privacy of all the users in 

the country. 

 
WhatsApp v. Government 

 
WhatsApp in the case filed on May 25, 2021, against the new IT rules has invoked the 

Right to Privacy judgment in Justice K.S Puttaswamy v. Union of India, 2017 to support the 

arguments put forward by them.* The messaging application does not want this clause to 

come into force due to the widely unsafe demands made by the government. WhatsApp 

wants to protect all the employees from being a target for criminal liability due to non- 

compliance and also safeguard all the users. 

 
On the other hand, The Ministry of Electronics and Information Technology (MeITY) 

says that WhatsApp was given enough time to ponder over the new IT rules. Filing this case 

 

 
 

* The Personal Data Protection Bill, 2019 https://prsindia.org/billtrack/the-personal-data-protection-bill-2019 

* Justice K.S. Puttaswamy v. Union of India [MANU/SC/1054/2018] 
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is a clear act of delaying the process and not allowing the rules to come into force.* The 

Indian Government in a witty response questioned WhatsApp’s obligation to user privacy by 

specifying the company’s plans to share its data with Facebook, the parent company for 

business growth.* The Government says that it knows and cares about its citizen's rights to 

privacy and the above-mentioned guidelines will only be passed with the aim of 

investigation, prevention and retribution. 

 
Conclusion 

 
With the publication of any new law, new rules people have opinions. The same goes 

for the new Information Technology (Intermediary guidelines and Digital Media Ethics 

Code) Rules, 2021. While some think these rules are necessary and will help control the 

giants of social media, some consider it to be another move of infringing the fundamental 

rights of Indian citizens. Most of the rules mentioned can be welcomed without any objection 

but the one that is clearly up for debate is that off-tracking the original sender by breaking 

end-to-end encryption. After a long-awaited battle, the Right to Privacy was included as a 

fundamental right under Article 21 of the Constitution of India, so even if it is just to track 

any sexually implicit content, it cannot be at the stake of others. 

 
Currently, the future for these rules seems to be dependent on what unfolds in court in 

the case filed by Whatsapp. The government has been silencing the naysayers but one has to 

understand the difference between constructive criticism and negative criticism. India is a 

country of 139.34 crores of people and is one of the biggest internet markets.* Safeguarding 

the citizens should be the top priority of the government, whether it be from unlawful content 

on the internet or infringement of privacy. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

* Nidhi Singal, MeitY defends new social media rules after Whatsapp lawsuit, assures right to privacy, Business 

Today (26th May, 2021), https://www.businesstoday.in/current/economy-politics/meity-defends-new-social- 

media-rules-after-whatsapp-lawsuit-assures-right-to-privacy/story/440071.html 

* Staff Reporter, Whatsapp vs Indian Government over new IT rules for social media: Top points to note, Indian 

Express (28th May, 2021) https://indianexpress.com/article/technology/tech-news-technology/whatsapp-vs- 

indian-government-over-new-social-media-rules-7-points-to-note-7332708/ 

* India Population Growth https://www.macrotrends.net/countries/IND/india/population-growth-rate 
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