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• Abstract: 

Cybercrime can be characterized as an "illegal act in which a computer is a tool or a 

goal or both". Lately, the utilization of PCs has gotten incredibly normal and 

mainstream. The users of computers and web are expanding worldwide in huge 

numbers, step by step, where it is easy to get to any data effectively within a couple of 

moments by utilizing web, which is the vehicle for gigantic data and a base of 

correspondences throughout the planet. Identity theft is certifiably not another new 

issue. It has been an issue for the general user since the times when computer and 

internet came to be widely used. These days being on social networking sites is a need 

and those not available on these sites are generally ostracized. It has become a typical 

practice for users to utilize their actual personality online however, it has likewise 

brought about a sense of anonymity that has proved to be an advantage for a number 

of cyber crimes. 

 Keywords: Cyber laws, Identity theft, Computers, IT laws, Indian Penal Code,  

• Introduction: 

With the increased dependency on technology and the internet, it has made everyday 

life easier for humans. Starting from personal to public individual to organizations 

across the globe, everyone is using the internet and other digital mediums. Through 

this, a large amount of information is processed, stored and manipulated. However, 

not everyone is using these advancements for good purposes, some use it to satisfy 

their personal greed.  

The computer operated world of internet is known as cyber space and laws 

implemented in this area are known as cyber laws. The term “cybercrime” is not 

defined in any rule-book. The word cyber is actually a slang used for all things related 

to computers and the internet. Thus, cybercrime involves all the fraudulent activities 
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or intentional damages caused in cyberspace relating to computers, information 

technology, internet and virtual reality.  

The categories of cybercrime are: 

. Cybercrimes against government 

. Cybercrimes against people  

. Cybercrimes against property  

Identity theft otherwise called identity fraud is a crime wherein the guilty acquires the 

critical pieces of sensitive personal information. Identity theft alludes to the false 

utilization of somebody's name and individual data to get credit, advances, and so 

forth. Identity theft is basically utilizing another person's character deliberately to 

acquire a monetary benefit or some other advantage in the individual's name. It is 

when thieves take your data to access your ledger or utilize the data for carrying out 

misrepresentation or a wrongdoing. This crime is done in different ways which could 

be devastating for the victim as he undergoes heavy losses to his or her credit, 

finances, and reputation. It refers to the dishonest use of someone else’s personal or 

financial information for committing fraud in order to gain a financial advantage or 

any other benefit in the person’s name, such as making unauthorized transactions or 

purchases. Information once lost is hard to retrieve and often involve long procedures 

to retrieve the lost information. A victim of identity theft faces a heavy toll affecting 

his overall life. His or her reputation gets tarnished and restoring to its normalcy is 

nearly impossible. It may go on for months and even years. The victim is looked 

down upon in the eyes of the society as the forged evidences often make it seem like 

that the victim is the actual culprit. The accused is hardly found as it is in the cyber 

domain so it gets difficult to track, as the culprit deceives people with tricks like 

showing different locations at the same time or changing locations every few minutes 

and therefore the authorities are compelled to give up. Thus, it is an injustice to the 

victim as there is no chance of proving the victim's innocence making it tough to 

continue living one's life. The laws should be stricter and also the perpetrator needs to 

be punished in such a way that it equals the sufferings went through by the victim. 

• Issues of identity theft  

Anyone could be a target of identity theft which changes one's life from good to bad 

in just a few seconds, tarnishing the reputation of the individual, the effects of which 

might be lessened if proper steps are taken to find the culprit or otherwise it may go 

on throughout the life. 
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It is the act of taking someone’s identity with the aim of committing crimes to gain 

monetary benefit. The person gets his hands on the individual's most vital and 

sensitive information through the means of hacking, fraud, etc. Criminals always look 

for a way to hurt innocents for their pleasure. 

The victims of identity theft go through a lot and it affects their lives altogether and 

not only financially. It could also devastate the individual emotionally, physically, and 

socially.  

1. Financial 

The financial damages due to identity theft could go on for months as well as years after 

the exposition of the information. The hurdles in retrieving the data could be many like 

arguing and proving one's innocence, restoring bank accounts, tax-related issues, etc. 

Identity thieves acquire control over the venture and also other monetary records, 

which could ultimately disturb the normalcy of that individual's life. They wait for the 

right opportunity to strike when the victim is not paying attention. They also sell the 

information on the dark web which makes it necessary for expert advice for which fees 

are quite high. In some cases, victims are required to approach the government, when 

no other options are left. 

2. Emotional 

This crime triggers many negative thoughts within a person which could last 

throughout life like self-doubt, fear, etc which could disrupt future goals. The victims 

repeatedly keep blaming themselves or others for not safekeeping their personal 

information as a result they become lonely and helpless to do anything. Feelings of 

stress, anxiety are common emotions. Individuals tend to go into depression and normal 

life is hardly possible. A constant panic arises for the safety of personal and family 

financial matters resulting in many suicides. The victim could also be trapped in a false 

debt plotted by the culprit. 

• Physical 

Physical symptoms like fear for physical safety, inability to focus, physical illnesses, 

disruption of the sleep cycle, make it difficult to cope up with work. The victim in some 

cases might be framed by the perpetrators due to which the person might be arrested 

which might in return result in loss of employment. 

• Social 
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Hackers gain access to the individual's accounts, creating fraudulent accounts, and thus 

posting and impersonating as the individual. Recovering and moving forward in life is 

very tough but with the right amount of support, it could be achievable. The best thing 

to do for a victim of identity theft is to find out the wrong and reaching out for help as 

soon as possible because delaying it would only make things worse and it might not be 

attainable to come out of it. Individuals should report it to a variety of entities, 

including the banks, law enforcement etc. Victims who are suffering should seek the 

help of medical professionals if they are having trouble coping up in their lives.1  

Identity thieves rarely get caught. This is understood because in the present era there are 

several ways of committing identity theft. Technology has evolved and with that the 

minds of the people as well. They have used different means to make life convenient 

with the help of the internet. Thereby crimes have also increased. They paly with the 

lives of the people according to their wishes by blackmailing , harassing and even 

issuing fake legal documents to loot people of their hard earned money which in result 

can cause mental and financial stress. The victim is often left in a disheveled state withe 

either financial or mental stress or both while the culprit escapes through the means of 

his expertise in computer programs. Searching for the perpetrator is itself lengthy as 

sometimes results do not tend to be fruitful or it takes longer when the authorities are 

not persistent in catching the criminals. When the accused are caught and appropriately 

punished then only it is justifiable to the victim. 

• Prevention 

It is always better to stop the chances of letting someone have your personal 

information. One should always take steps towards being safe and secure by himself or 

herself and no other person can do that for him or her. Individuals should not trust 

anyone easily as many-a-time they unknowingly provide information to the culprit. 

These are some steps a person should always take.  

One must always retrace the activities and investigate thoroughly for finding the source. 

Anything suspicious like a new website, unusual email, new software, etc could likely 

cause the theft. A person should frequently change passwords whenever they can and 

they should necessarily change it after being a victim of identity theft. The new 

password should be unique so that it cannot be figured out by someone else. After a 

theft, one must contact their bank, lender, or insurance company as soon as possible to 

	
1J, Alison Grace (2018, March 13) “Lasting Effects of Identity Theft” Life lock by Norton  
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protect the records, which should be immediately blocked to prevent any further 

complications. 

A person should not ignore if they detect any viruses or malware, and straight away 

take actions against it to further avoid any other damage to the computer system. They 

should directly go to an expert if they are not familiar with the program. Constant 

updating should be done from time to time of the applications and also the antivirus 

software. It is essential for people to know and should always be alert about strange 

activities like unexpected verification calls, and be aware of any notices from their 

respective banks. The individual should have a track of their card’s records like 

inspecting entries, small debits and also unfamiliar purchases. Everyone should be 

careful if they receive a receipt or a bill for a service which they have not availed and 

report it as soon as possible to the authorities to save themselves.2 It’s never too late to 

be prepared beforehand. 

• Indian Penal Code: 

In India, digital laws are contained in the Information Technology Act, 2000 which 

came into power on October 17, 2000. The basic justification of the Act is to give real 

affirmation to electronic exchange and to work with reporting of electronic records 

with the Government.  

The current law in India even with the most accommodating and liberal laws is of no 

use at a time of crisis when cyber crimes are at rise. . In fact, the sensible experience 

and the shrewdness of judgment found that it won't be without huge perils and traps, 

if the current laws were to be translated in the circumstance of emerging the web, 

without initiating new advanced laws. None of the current laws gave any legal 

authenticity or consent to the activities in Cyberspace. For example, the internet is 

used by a tremendous number of customers for emails. Though Section 10A of the IT 

Act 2000 states the validity of electronic contracts but still discussions on this issue is 

much needed. However, by an amendment inserted in 2008 sec 10A of the act 

provides legislative authority to electronic contract.  

• IT Act: 

	
2 G, Gaurav Raj “All You Need to Know About Identity Theft in Cyberspace in India”  
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The following cyber-crimes are penalized in the IT Act-  

Section 43(h)3 alongside section 664 of the IT Act, 2000 punishes an individual who 

charges the services availed by a person to the account of another individual through 

tampering or manipulating any computer, system, or network. 

Section 65 of the Act states the punishment for tampering with computer source 

documents and that any person, who knowingly or intentionally conceals, annihilates or 

changes, or makes someone else do the same actions mentioned above to any computer 

source code used for computer, program, framework or organization. In force, the code 

is needed to be kept or maintained by law; the punishment shall be imprisonment for a 

duration of 3 years or may be liable to fine extending to Rs. 3, 00,000 or with both. 

Segment 66E of the Act specifies the punishment for violating privacy and also states 

that any person who intentionally or with knowledge captures, distributes, or sends the 

image of a private area of that person without consent, thus violating the privacy of that 

person, shall be given imprisonment which might go up to 3 years or with fine not 

surpassing Rs. 2, 00,000 or with both. 

Section 67C of the Act requires an ‘intermediary’ to save and hold data as may be 

specified for duration in the manner and format as the Central Government may 

prescribe. The segment further expresses the punishment of any intermediary who with 

intention or knowledge disobeys the necessity with imprisonment for a term extending 

to 3 years and also liable to fine. An ‘intermediary’, as indicated by any electronic 

record, has been characterized under the Act as any individual who receives, stores, or 

sends in place of another person that record or provides services to the record including 

service providers like telecom, network, internet, web hosting, search engines, online 

payment and auction sites, online commercial sites, and cyber cafes. 

Segment 66F of the Act mentions that whoever having the aim to threaten the 

solidarity, integrity, security, or power of India or whoever terrorizes people 

	
3	 Information Technology Act, 2000, Section 43(h),charges the services availed of by a person to the 
account of another person by tampering with or manipulating any computer, computer system, or 
computer network, 2000(India).	
4	 Information Technology Act, 2000, Section 66,If any person, dishonestly or fraudulently, does any act referred to 
in section 43, he shall be punishable with imprisonment for a term which may extend to three years or with fine which may 
extend to five lakh rupees or with both., or computer network, 2000(India).	
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irrespective of the section they belong to denies or causes the refusal of access to any 

other person who is approved to access into a computer resource, or attempts to 

infiltrate or get into a computer resource without authorization or surpassing its 

authorized access, or establishes or makes the establishment of any PC contaminant, 

and through these causes or is presumably to cause death or injures to anyone or harms 

or destructs property or disrupts or knowing that it might possibly cause damage 

or disruption of supplies or services which are essential to the life of the society or 

damage the basic data infrastructure, is thus responsible of committing 

‘cyber-terrorism’. Also, whoever intentionally or deliberately infiltrates or gets into any 

PC resources without authorization or exceeds the authorized access, and uses this 

conduct to obtain access to data, information or PC database which are protected by 

restrictions for security purposes belonging to the State or foreign relations, or 

any restricted data, information or PC database, this information may be utilized to 

cause or might cause injury to the interests of the power, integrity of India and 

the security of the State, friendly relations with other States, along with public order, 

respectability or morality, contempt of court, slander or incitement to an offense,  or the 

advantage of other nations, group of persons, etc is responsible for ‘cyber-terrorism’. 

The punishment of committing or conspiring to execute cyber terrorism is 

imprisonment which could extend to imprisonment for life.5 The case of State of Tamil 

Nadu vs. Suhas Katti6 was one of the most important cases of cybercrime and cyber law 

as this was the first case filed under Section 67 of the IT Act, 2000 related to posting of 

profane, slanderous, and irritating messages about a divorced woman in the Yahoo 

message group. The accused was a family companion of the victim who was keen to 

marry her. Yet she married another person but soon it ended in a divorce. The accused 

finding the opportunity started pursuing her. The victim was hesitant on marrying the 

perpetrator as a result he harassed her by defamation through the internet. He sent 

emails to the victim for collecting her personal information and also made a fake email 

account by her name which he operated. The online posting of abusive and obscene 

materials further led to receiving of irritating phone calls from unknown individuals.  

	
5J, Vinod & R, Deeya (2006, February 6) “Cyber Crimes in the IPC and IT Act- An Uneasy 
Co-Existence” Argus Partners Solicitors & Advocates. 
6C No. 4680 of 2004 
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In February 2004, the victim filed a complaint on the matter in the police and the 

accused was arrested within a few days. The defendant argued that the emails could 

have been sent by the ex-husband of the complainant or by the victim herself to convict 

the perpetrator as he asserted that he was the person who turned down the proposal of 

the lady. The defense further called attention that some of the documentary evidence 

was not sustainable under Section 65 B of the Indian Evidence Act. 

The Court depended upon the expert witnesses and other evidences that were produced, 

including the witnesses of the Cyber Café proprietors, and it was inferred that the crime 

was without a doubt perpetrated by the accused.  

The culprit was at last found liable for the offences under Sections 469 and 509 of the 

IPC and also under Section 67 of the IT Act, 2000. He was likewise condemned for the 

offense to undergo an imprisonment for a term of 2 years under Section 469 of the 

IPC and also to pay an amount of Rupees 500. The decision was taken in a quick span 

of 7 months since the reporting to the police. 

In the case of Bank NSP, a management trainee of the bank was engaged and soon to be 

married. They exchanged many emails between each other utilizing the computers of 

the organization. Following a couple of days, the pair separated and it was seen that the 

girl made a fake email id with the name of ‘India Bar Associations’ and sent irritating 

emails to the foreign customers of the guy. She was close to the victim, as a result held 

access to his information and also the details of his clients. It was convenient for her to 

send these emails through the bank’s PC. The company suffered a loss of many clients, 

so it took the bank to the Court. The bank was held responsible for sending the emails 

through its program.7 

• Simultaneous provisions in IT act and INDIAN PENAL CODE(IPC): 

Huge quantities of the advanced violations that have been rebuffed by the IPC and the 

IT Act have comparable trimmings and even wording. Here are a few models:  

 

Hacking and Data Theft: Sections 43 and 66 of the IT Act rebuff different activities 

going from hacking into a PC association, data burglary, introducing and spreading 

diseases through PC associations, hurting PCs or PC associations or PC programs, 

upsetting any PC or PC structure or PC association, denying an endorsed singular 
	

7R, Diva (2020, June 27) “How is Identity Theft a Growing Threat to Families” IPleaders Intelligent 
Legal Solutions https://blog.ipleaders.in/identity-theft-growing-threat-families/ 
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induction to a PC or PC association, hurting or obliterating information abiding in a PC, 

etc The most limit discipline for the above offenses is confinement of up to 3 (three) 

quite a while or a fine or Rs. 5,00,000 (Rupees five lac) or both.  

 

Section 378 of the IPC relating to "theft" of movable property will apply to the robbery 

of any data, on the web or something different, since section 22 of the IPC states that 

the words "movable property" are intended to consolidate substantially property of 

every depiction, beside land and things associated with the earth or always got to 

anything which is joined to the earth. The best control for theft under section 378 of the 

IPC is confinement of up to 3 (three) quite a while or a fine or both.  

 

It very well may be battled that "real" which implies 'physical' or 'material' would keep 

away from electronic properties from the ambit of the recently referenced section 378 

of the IPC. The counter conflict would be that the drafters expected to cover properties 

of every depiction, except for land and things added to the earth or permanently 

fastened to anything which is attached to earth.  

 

Section 424 of IPC8 states hat "whoever deviously or misleadingly covers or wipes out 

any property of himself or some other individual, or misleadingly or dishonestly helps 

the mask or removal thereof, or deceitfully conveys any interest or case to which he is 

entitled, will be repelled with confinement of either description for a term which may 

contact 2 (two) quite a while, or with fine, or with both." This recently referenced 

region will similarly apply to data burglary. The best order under section 424 is 

confinement of up to 2 (two) quite a while or a fine or both.  

 

Section 425 of the IPC oversees mischief and states that "whoever with plan to cause, or 

understanding that he is likely to cause, ill-conceived setback or mischief to individuals 

all in all or to any individual, causes the destruction of any property, or any such change 

in any property or in the situation thereof as destroys or diminishes its value or utility, 

or impacts it damagingly, submits devilishness". Clearly, hurting PC structures and 

regardless, denying induction to a PC system will fall inside the previously mentioned 

	
8	 Indian Penal Code, 1860, Section 424, Dishonest or fraudulent removal or concealment of property, 
1860(India)	
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section 425 of the IPC. The most limit discipline for naughtiness as indicated by section 

426 of the IPC is confinement of up to 3 (a fourth of a year) or a fine or both.  

 

Receipt of taken property: Section 66B of the IT Act underwrites discipline for 

dishonestly tolerating any taken PC resource or specific contraption. This fragment 

requires that the individual getting the taken property ought to have done so deceitfully 

or should have inspiration to acknowledge that it was taken property. The control for 

this offense under Section 66B of the IT Act is confinement of up to 3 (three) quite a 

while or a fine of up to Rs. 1,00,000 (Rupees one lac) or both.  

 

Section 411 of the IPC likewise embraces discipline for dishonestly getting taken 

property and is stated in a manner that is essentially undefined from portion 66B of the 

IT Act. The order under region 411 of the IPC is confinement of either depiction for a 

term of up to 3 (three) quite a while, or with fine, or with both. On the off chance that it's 

not all that much difficulty, note that the solitary difference in the supported controls is 

that under the IPC, there is no most limit cap on the fine. 

 

• Identity theft and cheating by personation: Area 66C of the IT Act suggests 

discipline for discount extortion and gives that any person who erroneously or 

deviously uses the electronic imprint, secret word or some other stand-out 

distinctive verification segment of some other individual will be repelled with 

confinement of either depiction for a term which may loosen up to 3 (three) 

quite a while and will in like manner be in danger to fine which may contact 

Rs. 1,00,000 (Rupees one lac).  

 

Region 66D of the IT Act embraces discipline for 'cheating by personation by using 

PC resource' and gives that any person who through any specific contraption or PC 

resource cheats by personation, will be repelled with confinement of either depiction 

for a term which may loosen up to 3 (three) quite a while and will moreover be in 

danger to fine which may contact Rs. 1,00,000 (Rupees one lac).  

 

Region 419 of the IPC furthermore suggests discipline for 'cheating by personation' 

and gives that any person who cheats by personation will be repelled with 

confinement of either depiction for a term which may loosen up to 3 (three) quite a 



VOLUME 2 ISSUE 3 2021 2582-5534 

26 | P a g e           b u r n i s h e d l a w j o u r n a l . i n  
 

while or with a fine or with both. An individual should be accountable of 'cheating by 

personation' if such individual cheats by professing to be some other individual, or by 

intentionally subbing one individual for another, or tending to that he or some other 

individual is an individual other than he or such other individual really is.  

 

The plans of portions 463, 465 and 468 of the IPC overseeing creation and 

"adulteration to cheat", may in like manner be suitable for a circumstance of discount 

extortion. Fragment 468 of the IPC prescribes discipline for misrepresentation to 

cheat and gives an order of confinement of either depiction for a term which may 

contact 7 (seven) quite a while and besides a fine. Impersonation has been portrayed 

in region 463 of the IPC to mean the production of a fake document or part thereof 

with the reason to incite damage or injury, to everybody or to any individual, or to 

help any case or title, or to make any individual part with property, or to go into any 

express or recommended contract, or with assumption to submit distortion or that 

blackmail may be submitted.  

 

In this particular circumstance, reference may similarly be made to fragment 420 of 

the IPC that gives that any person who cheats and appropriately unscrupulously 

incites the individual flabbergasted to pass on any property to any individual, or to 

make, change or wreck the whole or any piece of a significant security, or anything 

which is stamped or fixed, and which is good for being changed over into a huge 

security will be repelled with confinement of either depiction for a term which may 

loosen up to 7 (seven) quite a while, and will moreover be in danger to fine.  

 

The solitary differentiation between the controls supported under portions 66C and 

66D of the IT Act and fragment 419 of the IPC is that there is no most limit cap on the 

fine suggested under the IPC. In any case, the control under fragment 468 is much 

higher in that the confinement tangle loosen up to 7 (seven) quite a while. Further, 

while the IT Act looks at both the weight of a fine and confinement, the IPC uses the 

word 'or' showing that the offense could be repelled with confinement or by driving a 

fine.  

 

The aggregate of the computerized bad behaviours under the IPC are bailable other 

than offenses under region 420 (cheating and deceitfully impelling movement of 
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property), portion 468 (impersonation to cheat), section 411 (dishonestly getting taken 

property), fragment 378 (theft) and fragment 409 (criminal infiltrate of trust by 

neighbourhood official, or by financial backer, broker or trained professional), which 

are non-bailable.  

Offenses under portions 463 and 465 (manufacture), fragments 425 and 426 

(shrewdness), section 468 (misrepresentation to cheat), portion 469 (extortion to hurt 

standing) and region 292 (bargain, etc, of profane books, etc) of the IPC are 

non-compoundable offenses while offenses under portions 378 and 379 (theft), 420 

(cheating and deceitfully actuating movement of property), sections 425 and 426 

(underhandedness when the lone setback or damage caused is incident or mischief to 

a private individual), fragment 509 (word, movement or act expected to insult the 

lowliness of a woman), fragment 411 (Dishonestly tolerating taken property) and 

section 419 (Punishment for cheating by personation) of the IPC are compoundable 

offenses. Of these, offenses under regions 420 and 509 can be increased particularly 

with the assent of the court. Most of the advanced bad behaviours under the IPC are 

cognizable, other than the offenses under regions 425 and 426 (wickedness) and 

sections 463 and 465 (distortion) which are non-cognizable.  

 

The cover between the plans of the IPC and the IT Act may to a great extent brief an 

odd situation wherein certain offenses are bailable under the IPC and not under the IT 

Act and the reverse way around and certain offenses are compoundable under the IPC 

and not under the IT Act and the opposite way around. For instance, if there ought to 

emerge an event of hacking and data burglary, offenses under sections 43 and 66 of 

the IT Act that are bailable and compoundable while offenses under portion 378 of the 

IPC are non-bailable and offenses under region 425 of the IPC are non-compoundable. 

Further, if there ought to emerge an event of the offense of receipt of taken property, 

the offense under region 66B of the IT Act is bailable while the offense under section 

411 of the IPC is non-bailable. Also, if there ought to be an event of the offense of 

extortion and cheating by personation, the offenses under fragments 66C and 66D of 

the IT Act are compoundable and bailable while the offenses under regions 463, 465 

and 468 of the IPC are non-compoundable and the offenses under sections 468 and 

420 of the IPC are non-bailable. Finally, if there ought to emerge an event of foulness, 

the offenses under regions 67, 67A and 67B of the IT Act are non-bailable while the 

offenses under section 292 and 294 of the IPC are bailable. This issue has been 
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managed by the Bombay High Court on account of Gagan Harsh Sharma v. The State 

of Maharashtra9 (talked about beneath) wherein offenses under areas 408 and 420 of 

the IPC that are non-bailable and can't be intensified other than with the consent of the 

court were in struggle with offenses under segments 43, 65 and 66 of the IT Act that 

are bailable and compoundable. 

 

• TENSIONS BETWEEN IT LAW AND IPC: 

On account of Sharat Babu Digumarti v. Administration of NCT of Delhi10, the 

contention between arrangements of the IPC and the IT Act went to the front. For this 

situation, on November 27, 2004, a disgusting video had been recorded available to be 

purchased on baazee.com ("Bazee"). The posting was deliberately made under the 

class 'Books and Magazines' and sub-classification 'digital books' to stay away from 

its recognition by the channels introduced by Bazee. A couple of duplicates were sold 

before the posting was deactivated. Later Delhi police's wrongdoing branch 

charge-sheeted Avinash Bajaj, Bazee's overseeing chief and Sharat Digumarti, 

Bazee's director. The organization Bazee was not summoned as a denounced and this 

assisted Avinash Bajaj with getting the snare since it was held that, vicarious risk 

couldn't be secured on Avinash Bajaj under either area 292 of the IPC or segment 67 

of the IT Act when Avinash's boss Bazee itself was not a blamed. Later changes under 

segment 67 of the IT Act and area 294 of IPC against Sharat Digumarti were likewise 

dropped, however the charges under segment 292 of the IPC were held. The Supreme 

Court at that point considered if, after the charges under segment 67 of the IT Act was 

dropped, a charge under segment 292 of the IPC could be supported. The Supreme 

Court subdued the procedures against Sharat Digumarti and decided that if an offense 

includes an electronic record, the IT Act alone would apply since such was the 

authoritative expectation. It is a settled guideline of understanding that exceptional 

laws would beat general laws and last laws would beat earlier enactment. Further, 

segment 81 of the IT Act expresses that the arrangements of the IT Act will have 

impact despite anything conflicting therewith contained in some other law for the time 

being in power.  
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On account of Gagan Harsh Sharma v. The State of Maharashtra11, certain people 

were blamed for robbery of information and programming from their manager and 

charged under segments 408 and 420 of the IPC and furthermore under areas 43, 65 

and 66 of the IT Act. These areas, other than segment 408 of the IPC, have been 

talked about above. Area 408 of the IPC manages criminal breach of trust by 

representative or worker and states that "whoever, being an agent or worker or 

utilized as an assistant or worker, and being in any way endowed in such limit with 

property, or with any domain over property, perpetrates criminal penetrate of trust in 

regard of that property, will be rebuffed with detainment of one or the other depiction 

for a term which may stretch out to seven years, and will likewise be at risk to fine".  

 

Offenses under segments 408 and 420 of the IPC are non-bailable and can't be 

intensified other than with the authorization of the court. Offenses under areas 43, 65 

and 66 of the IT Act are bailable and compoundable. Along these lines, the candidates 

argued that the charges against them under the IPC be dropped and the charges 

against them under the IT Act be examined and sought after. It was additionally 

contended that if the Supreme Court's decision in Sharat Babu Digumarti were to be 

followed, the candidates must be charged under the IT Act and not under the IPC, for 

offenses emerging out of similar activities.  

 

The Bombay High Court maintained the conflicts of the solicitors and decided that the 

charges against them under the IPC be dropped. 

 

• Conclusion  

As new innovations and inventions are introduced, individuals become highly skilled 

in solving a glitch by just sitting in front of a laptop or a mobile phone within only a 

few minutes. But use this knowledge to harm others for their own benefits. They 

become craftier, installing various intricate ways into getting someone else’s 

information, which is difficult to crack without the help of experts. These are 

otherwise termed as cybercrimes that are committed against the government, property, 

and people. The regulations of these crimes are called cyber laws.  

	
112019	CriLJ	1398	



VOLUME 2 ISSUE 3 2021 2582-5534 

30 | P a g e           b u r n i s h e d l a w j o u r n a l . i n  
 

It is difficult to catch the culprit as the crime is committed through a device as a result 

it proves to be a huge hurdle for the victim to come out of as it spreads far and wide. 

They are traumatized in every aspect of their lives. It is a big problem and only the 

individual can prevent it from happening by being careful and not trusting others so 

easily with their personal stuff because once it occurs they can’t blame others or bring 

back the time. 

The Indian Penal Code covers punishment only for the crimes in general as a result it 

was need of the hour to implement cyber laws for the prosecution of criminals 

violating the cyberspace domain. The Information Technology Act, 2000 was enacted 

to deal with cybercrimes and also e-commerce. Both of these acts, the Indian Penal 

Code and the IT Act, the provisions are complementary with each other. But some are 

different with dissimilarities to one another.  

In the IPC, the sections of digital wrong are bailable, and also few are cognizable 

except for a few sections. While some offenses are bailable in the IPC whereas 

non-bailable in the IT Act and few offenses are compoundable in the Indian Penal 

Code whereas non-compoundable in the Information and Technology Act. 

It has been already seen in the paper that laws are enough to counteract cybercrimes 

but it is up to the judiciary along with the people of the society to make use of them 

properly. The Court's decisions should be fair and not biased. The perpetrator should 

not go unharmed while an innocent should not be punished for the wrongdoings of the 

other. The evidence should be inspected thoroughly and investigations should go on 

until the real culprit is not found. The case should not be left incomplete as it is unfair 

to the victim when it is decided closed and thus doesn’t get justice. 

People should have the knowledge of their rights and it is a must to report any 

suspicious or wrongful act found on social networking sites or any other platforms. 

This should be done as soon as possible because more the delay, graver are the 

consequences. The victim must not let it go as a joke and should do the needful 

against the actions of the criminal because someone’s life is at stake. They should not 

be afraid of taking a stand and fighting against the perpetrator. One must avail the 

safety precautions to secure their data whenever they get notifications to do it. 


