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ABSTRACT 

The growing utilization of electronic devices and internet throughout the world has given vast 

exposure to criminals to misuse the technology. As a result, there has been significant increase 

in the rates of cyber-crime. The laws are not as updated as the technology. The biggest hurdle in 

convicting the criminals in this case is the investigation of the case and finding the e-evidence. 

Admissibility of such evidence is another big issue. Through this article the researcher have tried 

to understand the role of cyber forensics in obtaining digital evidence. The article throws light in 

the present laws dealing with digital evidences and the judicial trend followed in the 

admissibility of such evidences.  
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INTRODUCTION 

The changing essence of crime is being influenced by technological advancement. Now, crime is 

not just a problem in the real world; it is also a problem in the virtual world. The advancement of 

e-technology has made the identity of the individuals, organisations and government vulnerable to 

the cyber criminals. Furthermore, crimes are being committed in cyberspace. “Cybercrime is 

described as a crime in which an electronic communication device is the object of the crime, or is 

used as a tool/target or as an incidental or as a witness to commit an offence”.1 In coping with 

cybercrime, law enforcement authorities are facing new challenges. Criminal activities are taking 

place and the evidence regarding these activities is being recorded electronically. As a result, cyber 

security and digital forensics becomes essential.  
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1 Dr. S. Murugan, Cyber Crime : Challenges to Law Enforcement Agencies, INFORMATION SECURITY 
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magazines/InfoSec-Depot-19/11_Cyber-investigation-forensics.pdf. 
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According to National Cyber Security Coordinator, Lt Gen (Dr) Rajesh Pant, “Cybercrimes in 

India caused Rs 1.25 lakh crore loss in 2019 and cyber threats will continue to increase as the 

country starts developing smart cities and rolling out 5G network, among other initiatives”.2 “As 

per the data maintained, since its inception, 3,17,439 cybercrime incidents and 5,771 FIRs have 

been registered up to February 28, 2021 in the country”.3  

Across the country, 7,594 people were arrested in 19 major cities during 2017-19, of whom only 

82 could be convicted, according to data released by the NCRB.4 The inability of the investigation 

and prosecution authorities to provide adequate evidence in Court is the explanation for the low 

conviction rate of cyber criminals. It demonstrates that the law enforcement authorities are 

unfamiliar with the use of cyber forensic techniques in criminal investigations. 

The terms: Cyber forensics and Digital forensics can be used interchangeably. Digital forensics 

aids in the connection of the dots and the use of data and evidence which the cyber criminals left 

behind. The advancements made in the field of digital forensics and cyber security would help 

prevent the occurrence of crimes in the virtual-world. It will aid in the exhibition of proof in court, 

which would ultimately lead to the conviction of the offender. If the companies’ computer 

networks are breached, they would be in a stronger position to collect data.  

Convicting cyber-criminals is the need of the hour by implementing adequate forensic procedure 

with the aid of appropriate tools and techniques. It will aid in the protection of every organization’s 

funds and will deter cybercriminals from making illegal profits. It would be useful not only in 

cyber matters but also in civil and criminal matters. The article discusses digital evidences and 

cyber forensics, as well as the laws governing digital evidences and the judicial trends in the 

admissibility of digital evidences.  

DIGITAL EVIDENCE 

 
2 Cyber crimes in India caused Rs 1.25 lakh crore loss in 2019: Official, FINANCIAL EXPRESS (Mar. 23, 2021),   

https://www.financialexpress.com/industry/technology/cyber-crimes-in-india-caused-rs-1-25-lakh-crore-loss-in-

2019-official/2110242/. 
3 3.17 lakh cyber crimes in India in just 18 months, THE HINDU (Mar. 21, 2021) https://www.thehindu.com/sci-

tech/technology/317-lakhs-cybercrimes-in-india-in-just-18-months-says-govt/article34027225.ece# 
4 Narayan Namboodiri,  Only 14 of 1,764 cyber crooks convicted in Mumbai in 3 years, THE TIMES OF INDIA 

(Mar. 26, 2021), https://timesofindia.indiatimes.com/city/mumbai/only-14-of-1764-cyber-crooks-convicted-in-

mumbai-in-3-years/articleshow/79833277.cms.  
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Evidence means anything by which any alleged matter of fact is either established or disproved5 

and when this evidence is in digital or electronic form, it is known as digital evidence or electronic 

evidence. Due to the widespread use of technology, electronic evidence has become an important 

part of the investigation of cybercrime and crime in general. It can take several forms- such as e-

mails, website content, database, computer printouts, computer memory, backups, files, 

photographs, videos, audio files, GPS, internet browser histories, intense message histories, social 

networking activity, ATM transaction logs, logs from a hotel’s electronic door locks, network data 

and so on and so forth.6  

The term Digital evidence and electronic evidence can be used interchangeably. By its very 

existence, digital proof is invisible to the naked eye. As a result, not only the human eye but other 

tools must be used to establish the proof. It is obvious that the process for obtaining digital evidence 

should be similar to the process for tangible evidence. Questions are often raised about its accuracy 

and reliability. The modification, overwriting or destruction of digital evidence is very easy. As a 

result, it becomes a key concern to prove that the evidence, with respect to both the data in question 

and the physical device in which it is stored, has not been tampered with.7   

Another challenge is the difficulty with identifying the evidence that is relevant, especially in view 

of the sheer volume of electronic material that is generated. Electronic evidence is generated 

continuously with every usage of the computer. The nature of digital evidence is delicate to the 

point that basic evaluation by incompetent investigators can damage or harm such evidence. 

Therefore, it becomes necessary to employ data recovery experts, which is an expensive deal. 

Furthermore, cyber-criminals have a habit of deliberately deleting evidence so as to escape from 

punishment. When electronic evidence that could aid in the apprehension and prosecution of 

cybercrime is lost, investigators typically have no leads to proceed further in such crimes. This 

extreme fragility of electronic evidence necessitates its’ handling by experts only. This has led to 

the development of computer forensics, a branch of forensic science. 

CYBER FORENSICS 

 
5 DR. AVTAR SINGH, PRINCIPLES OF THE LAW OF EVIDENCE 5 (Central Law Publication 2018). 
6 DR. JYOTI RATTAN, CYBER LAWS & INFORMATION TECHNOLOGY 320 (Bharat Law House 2019). 
7 ANIRUDH RASTOGI, CYBER LAW: LAW OF INFORMATION TECHNOLOGY AND INTERNET 226 

(LexisNexis 2014). 
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Cyber forensics is the method of gathering, reviewing and presenting evidences to the courts using 

scientific information.8 Cyber forensics is essentially a hybrid of computer forensics and network 

forensics. The aim of cyber forensics investigation is to retrieve information that can be used 

support or refute a criminal activity.9 The method of locating and decoding electronic data is 

referred to as cyber forensics or digital forensics. The key purpose of digital forensics is to keep 

any evidence as close to its authentic state as possible. It is used to classify, store, and validate 

digital information in order to reconstruct past events. Digital forensics information may be stored 

on discs, pen drives or some other digital medium.10  

It requires far more than a technologically enhanced, systematic inspection of the computer system 

and its contents in search of proof or supporting evidence of a civil or criminal wrongdoing. 

Advanced skills and resources are needed for computer forensics, which go beyond the traditional 

data collection and preservation methods available to end-users and system administrators.11 

The support and recognition from the law enforcement authorities such as the police, advocates, 

doctors and judges are essential. As a result, cyber forensics practice can only be carried out with 

the help of both computer and legal experts. The apparent fragile nature of digital evidence is a 

persistent stumbling block for computer forensics.  

When digital data is handled incorrectly, it can be quickly manipulated or even destroyed, posing 

a major investigative challenge. The action taken by the first respondent in the minutes and hours 

following the identification of a crime involving digital evidence should ensure the evidence is 

stored in a safe and forensically sound manner.  

There are certain steps involved in cyber forensics which are as follows:12 

Acquiring evidence: The first rule to follow is acquisition of evidence. The evidence is acquired 

in acceptable manner with proper approval from authority. This stage includes identifying and 

securing devices which may store evidence.  

 
8 What is Digital Forensics?, GURU 99, (May 05, 2021) https://www.guru99.com/digital-forensics.html. 
9 Urvashi Sharma Mishra, Application of Cyber Forensics in Crime Investigation, 5 IJRAR 317, 317-318 (2018). 
10 Mohit Kumar, A detailed Study to examine Digital Forensics and Cyber Security: Trends and Pattern in India, 5 

IJFS 1, 1 (2020). 
11 Cyber Forensics, CYBERLAWSINDIA.NET (Mar. 30, 2021) http://www.cyberlawsindia.net/computer-

forensics.html. 
12 Supra note 8. 



VOLUME 2 ISSUE 3 2021 2582-5534 

169 | P a g e  
                                                                                  burnishedlawjournal.in 

Identify the sources of documentary or other digital evidence: The second step in digital 

forensics process is to identify the origin of documents or other digital evidence. It entails the 

determination of the intent of investigation i.e. to convict the offender as well as the various 

resources needed to complete the investigation. The goal is figure out the causes of attack and 

intention of cyber-offender. 

Preserve the evidence: Data is isolated and stored in this phase so that it can be used for further 

analysis. The purpose is conserving electronic proof of the attack from turning redundant. 

Analyze the evidence: It defines the methods that can be used to process the data that has been 

stored in the second stage of digital forensics. The purpose is to increase security hygiene, tracing 

moves of the hacker, and locating their systems and networks.  

Present the findings: It requires crime scene reporting such as photographing, sketching and 

crime scene mapping.  

Computer forensics is carried out in accordance with the Section 65A & 65B to be admissible in a 

court of law. As a result, rather than being strictly technological or legal, computer forensics must 

be techno-legal in nature. A regulatory structure as well as uniformity in cyber security control 

and compliance practices are needed for a successful cyber-crime investigation.13  

A basic level understanding of computer forensics, is an essential area of knowledge for all law 

enforcement officers. Investigators need to know when information on a computer might have a 

nexus to a crime, how to write an appropriate warrant to seize and search a computer, and how to 

gather and search cyber evidence.14  

Prosecutors and judges need to better understand the role of digital evidence — and the laborious 

task of a proper and thorough computer forensics exam.15 High technology crime task forces have 

already been formed in the larger metropolitan areas where this is a particularly serious problem, 

but the problem is actually far more widespread than just the big cities. Even a patrol officer who 

 
13 Dilipkumar Tulsidas v. Union of India, (2013) W.P.(C). No. 97. 
14 Hilary Rodela, Overcome the challenges of Digital Evidence, OFFICER.COM (Apr. 01, 2021), 

https://www.officer.com/investigations/forensics/digital-forensics/article/21090279/overcoming-the-challenges-of-

digital-evidence.  
15 Gary C. Kessler, The Role of Computer Forensics in Law Enforcement, GARY KESSLER ASSOCIATES (Apr. 

01, 2021), https://www.garykessler.net/library/role_of_computer_forensics.html. 
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is not involved in computer crimes needs to know what actions to take when a computer is 

discovered at a crime or arrest scene.16 

PRESENT LAWS DEALING WITH DIGITAL EVIDENCES 

Internet and other information technologies have brought with them the issues which were not for 

seen by law. It also did not for see the difficulties which may be faced by the officers who may not 

have any scientific expertise or not have the sufficient insight to tackle with the new situation. 

Various new developments leading to various kinds of crimes unforeseen by our legislature came 

to immediate focus.17 

Hacking, denial of service, virus spreading, website defacement, spoofing and spamming are 

examples of computer related crimes that use computers as a target. Financial frauds, data 

modification, identity theft, cyber stalking, data theft, pornography, theft of trade secrets and 

intellectual property and espionage on protected networks are examples of crimes where 

computers are used as a weapon for attack.18 In such cases, cyber forensics may be used to 

photograph, extract and examine data stored on any digital device that can be used to link the crime 

to the perpetrator.  

The UNCITRAL Model Law contains provisions for the application of legal requirements to data 

messages which means “information gathered, sent, received or stored by electronic, optical or 

similar means including, but not limited to, electronic data interchange (EDI), electronic mail, 

telegram, telex or telecopy”.19 Under Indian Laws, it is dealt in two legislations namely, the Indian 

Evidence Act and The Information Technology Act. 

Electronic evidence had been included under the definition of Evidence as per Section 3 of the 

Indian Evidence Act, 1872 by the Information Technology Act, 2000. “All documents including 

electronic records produced for the inspection of the court shall be called documentary 

evidence”.20 The Information Technology Act, 2000 under Section 4 gives legal recognition to the 

 
16 Ibid.  
17 State of Punjab v. M/s Amritsar Beverages Ltd. and ors., (2006) 7 SCC 607. 
18 Ramanuj, Cyber Forensics: Law and Practice in India, IPLEADER (Apr. 14, 2021) 

https://blog.ipleaders.in/cyber-forensics-law-and-practice-in-india/. 
19 UNCITRAL Model Law, Article 2(a). 
20 Indian Evidence Act, 1872, Section 3.  
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electronic evidence and provides that anything which is required under law to be in writing, type 

written or printed form will be deemed to be as such if it is in an electronic form.21  

Section 65-B of the Evidence Act, 1872 sets up number of conditions for the admissibility of 

electronic documents. Section 3 read with Section 65-B leads to an inference that certain computer 

outputs of the actual electronic record are now admissible as evidence “without proof or production 

of the original record. Thus, the matter on computer printouts and floppy disks and CDs become 

admissible as evidence”.22 

Electronic evidence is described as “any information of probative value that is either stored, or 

transmitted in electronic form and includes computer evidence, digital audio, digital video, cell 

phones and digital fax machines.”23 It states that the Central Government has the authority to 

designate Central or State government agency as evaluator of digital evidence. The agency will 

play a vital role in offering expert advice on electronic evidence.24  

The IT Act fails to cover the important issue of the jurisdiction which is an important legal aspect 

in deciding the place of filing the case. In order to satisfy the condition of admissibility adopted 

by the Indian Evidence Act, new techniques of security is to introduced. Technical skill 

development is the need of the hour for our law enforcement agencies, Judges, Lawyers etc.  

JUDICIAL PRONOUNCEMENT REGARDING DIGITAL EVIDENCES 

Cyber forensics greatly help the investigators of cybercrime to prove the motive, means and 

opportunity for the criminal to commit the crime.25 The inconsistency of electronic evidence is 

often challenged in court. The unavailability of adequate guidance and established elucidation for 

the collection, the acquisition of electronic evidence is overlooked in and of itself. In most of the 

cases, the Police lack the expertise and capacity to identify and support a legitimate source of 

evidence. The activism of court regarding the technology and digital evidences can be understood 

from the following cases: 

 
21 Information Technology Act, 2000, Section 4. 
22 Indian Evidence Act, 1872, Section 65B. 
23 Information Technology (Amendment) Act, 2008, Section 79A.  
24 Ibid.  
25 Firoz v. State of Kerala, AIR 2006 Ker 279. 
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In Karnail Singh v. State of Haryana,26 it was noted that technology is an important part in the 

system of police administration and new techniques and devices have evidentiary advantages, 

subject to the safeguards to be adopted. Such techniques and devices are the order of the day. 

Technology is a great tool in investigation.  

In State of Maharashtra v. Dr. Praful B. Desai,27 the key issue was whether the witness could be 

examined through video conference and whether such cross examination is an integral part of 

electronic evidence. The Supreme Court stated that video conferencing is a scientific and 

technological breakthrough that allows people to see, hear and speak with other people who are 

not present physically with the same ease and comfort as if they were present at the same place. 

The Court made the important judgment that the legal necessity for witness’s presence does not 

imply real physical presence. The Court permitted the examination of a witness by video 

conferencing and concluded that the examination of a witness by video conferencing is an integral 

part of electronic evidence.   

For instance, in the case of State (NCT of Delhi) v. Navjot Sandhu,28 the Supreme Court had held 

that courts could admit electronic records such as printouts and compact discs (CDs) as prima facie 

evidence without authentication. 

The Court in State of Delhi v. Mohd. Afzal,29 observed that “electronic records are admissible as 

evidence. If someone challenges the accuracy of a computer evidence or electronic evidence on 

the ground of misuse of system or operating failure or interpolation, then the person challenging it 

must prove the same beyond reasonable doubt.”30 It was further observed by the Court that mere 

theoretical and general apprehensions are insufficient to render clear evidence inadmissible. The 

admissibility of electronic evidence in different forms in Indian Courts had been well illustrated 

in this case. This judgment was later overruled by a Division Bench of the Supreme Court in Anwar 

P.V. v. P.K. Basheer,31 the Court ruled that Computer output is inadmissible unless it complies 

with Section 65-B, i.e., the certificate as mentioned in Section 65-B is must. The Court made a 

 
26 Karnail Singh v. State of Haryana, (2009) 8 SCC 539. 
27 State of Maharashtra v. Dr. Praful B. Desai, AIR 2003 SC 2053. 
28 State (NCT of Delhi) v. Navjot Sandhu, (2005) 11 SCC 600. 
29 State of Delhi v. Mohd. Afzal, (2003) 3 SCC 1669. 
30 Harsh Arora, Understanding e-contracts, HSA ADVOCATES (Apr. 09, 2021), 

https://hsalegal.com/article/understanding-e-contracts/.  
31 Anwar P.V. v. P.K. Basheer, AIR 2015 SC 180. 
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clear observation that “the judgment of Navjot Sandhu32, to the extent, the statement of the law on 

admissibility of electronic evidence pertaining to electronic record of this court, does not lay down 

correct position and is required to be overruled. Legal interpretation by the court of the following 

Sections 22A, 45A, 59,65A & 65B of the Evidence Act has confirmed that the stored data in 

CD/DVD/Pen Drive is not admissible without a certificate u/s 65 B(4) of Evidence Act and further 

clarified that in absence of such a certificate, the oral evidence to prove existence of such electronic 

evidence and the expert view under section 45A Evidence Act cannot be availed to prove 

authenticity thereof.”33   

In Dharambir v. Central Bureau of Investigation34 the court held that “when Section 65-B talks 

of an electronic record produced by a computer referred to as the computer output it would also 

include a hard disc in which information was stored or was earlier stored or continues to be store. 

Even a blank hard disc which contains no information but was once used for recording information 

can also be copied by producing a cloned or a mirror image.  

In the case of Jagdeo Singh v. The State and Ors,35 Hon’ble High Court of Delhi held that, 

secondary electronic evidence without certificate u/s. 65B of Indian Evidence Act, 1872 is not 

admissible and cannot be looked into by the Court for any purpose whatsoever. 

In the case of Shafhi Mohammad v. State of Himachal Pradesh,36 it was stated that, electronic 

Evidence was held to be admissible subject to safeguards adopted by the Court about the 

authenticity of the same. Reliability of the piece of evidence is certainly a matter to be determined 

according to the facts and circumstances of the case. However, the threshold for the admissibility 

of an electronic evidence cannot be ruled out on any technicality if the same was relevant. 

In Arjun Panditrao Khotkar v. Kailash Kushanrao Gorantyal,37 it was observed “it is the need 

of the hour for a relook at Section 65B of the Indian Evidence Act introduced 20 years ago. This 

 
32 Supra note 28. 
33 MAHARASTRA JUDICIAL ACADEMY AND INDIAN MEDIATION CENTRE AND TRAINING 

INSTITUTE, 

http://mja.gov.in/Site/Upload/GR/Title%20NO.168(As%20Per%20Workshop%20List%20title%20no168%20pdf).p

df  (Last visited Apr. 11, 2021). 
34 Dharambir v. Central Bureau of Investigation, 148 (2008) DLT 289. 
35 Jagdeo Singh v. The State and Ors, MANU/DE/0376/2015. 
36 Shafhi Mohammad v. State of Himachal Pradesh, (2018) 2 SCC 801. 
37 Arjun Panditrao Khotkar v. Kailash Kushanrao Gorantyal, (2020) SCC OnLine SC 571. (Para. 46) 
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provision had created a judicial turmoil, due to the law swinging from one extreme to the other in 

the past 15 years from Navjot Sandhu38 to Anvar P.V.39 to Shafhi Mohammad40” 

Although the amendments are a step in the right direction and contribute to a paradigm shift in the 

legal system, India still has a long way to go in terms of keeping up with global advancements, 

given the issues of admissibility and appreciating electronic evidence. Despite the fact that the 

modifications were enacted to ease the burden on victim, they are not without restrictions. As a 

result, it is evident that India has yet to create a process for assuring the veracity of electronic 

records, which are vulnerable to manipulation by anyone with access to the server or storage space 

where they are maintained.   

CHALLENGES  

In India, laws dealing with cyber issues are incomplete making it difficult to capture cyber-

criminals. There is an absence of any specific guidelines for the gathering and acquiring of digital 

evidence. Preserving electronic evidence is another challenge as its failure may render the evidence 

inadmissible in court of law. Cybercriminals are masters in concealing digital evidence in such a 

way that it goes completely undiscovered, denying the investigating organisation access to the 

essential resource. Because the inquiry is not conducted by trained officers/officials, victims may 

be denied access to justice. 

Another concern that arises while collecting data is the user's privacy being violated. People 

nowadays integrate many elements of their lives into cyberspace, largely through online social 

media sites. When it comes to cloud computing, collecting information to reconstruct and locate 

an attack can be extremely intrusive to users' privacy.41  

The Indian Evidence Act, 1872 has a restricted approach, hence is unable to update with the times 

and fix the issue of vulnerability of digital evidence such as tampering, modification, transposition, 

etc. The Act contains no provision regarding the methods to collect electronic evidences. It only 

discusses about the presentation of electronic evidence in the Court with a certificate in accordance 

 
38 Supra note 28. 
39 Supra note 31. 
40 Supra note 36. 
41 Lori Cameron, Future of Digital Forensics Faces Six Security Challenges in Fighting Borderless Cybercrime and 

Dark Web Tools, IEEE (Apr. 08, 2021), https://www.computer.org/publications/tech-news/research/digital-

forensics-security-challenges-cybercrime.  
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with Section 65-B (4). This ensures that irrespective of the procedure followed it must be recorded 

with a certificate.42   

The IT legislation allows any police officer with the rank of sub-inspector to investigate computer 

crimes, but there are no training or expertise requirements for such officers in order to properly 

equip them to deal with cyber crime, resulting in citizen harassment. Citizens are considerably 

more vulnerable to police harassment in the absence of effective investigation and safeguard 

procedures. In addition, there is little consistency in cyber-security control and enforcement 

techniques.43
  

CONCLUSION  

The importance of cyber forensics is increasing for the law enforcement agencies for a variety of 

reasons. The biggest reason is that computers and the Internet are the fastest growing technological 

resources used by criminals and this trend is expected to continue in the coming years. For years, 

cyber forensics methodologies and practices have lagged behind in evolving at the same rate at 

which cyber-criminals exploit ICT (Information and Communication Technologies) flaws. The 

Evidence laws in India has progressed somehow to deal with technological and cyber-related 

difficulties. However, a deficiency of knowledge in this subject has intensified the problem of 

evidential inadmissibility. The present scenario demands a strong framework having guidelines 

regarding admissibility of electronic evidences and addressing the other wide issues of the cyber 

space. 

 

 
42 Challenges faced by digital forensics, LEGAL DESIRE (Apr. 09, 2021), https://legaldesire.com/challenges-faced-

by-digital-forensics/. 
43 Defender of your Digital Freedom, SOFTWARE FREEDOM LAW CENTRE (Apr. 15, 2021), 

https://sflc.in/dilipkumar-tulsidas-shah-v-uoi-wpcno-97-2013.   


