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AN ANALYSIS OF IPR AS APPLIED TO MALWARE
Author- Saumya Srivastava
1. INTRODUCTION

Malware Malicious software is a portmanteau of malice and software, and denotes any kind of
program or code that is intended to maliciously damage, disrupt, or obtain unauthorised access
to a computer system, network, or data.! With information and services becoming highly
integrated within networked systems in the digital age, malware has ceased to be a technical
nuisance as it has become one of the primary weapon systems belonging to the arsenal of
cybercriminals, state-sponsored forces and hacktivists alike.? It occurs in various varieties
including viruses, worms, Trojan, ransomware, spyware, rootkit, and botnet which are adapted
to fulfil certain goals of simple annoyance through to large-scale data theft, service denial,

espionage, and extortion.?

Modern cyber-attacks are being challenged by highly developed malware that compromises
software vulnerability, misuses authorized system functionality, and evolves to prevent
detection.* An example of ransomware is encrypting important data and requesting a fee to be
decrypted, paralysing the operations of hospitals, government agencies, and businesses.’
Banking Trojan horses intercept financial data silently and allow account takeovers, and botnets
use thousands of compromised computers to unleash a distributed denial-of-service attack that
can put large online services out of business.® This threat has been further increased by the
emergence of Al-enabled malware, which makes the process of creating polymorphic code,
producing highly believable phishing messages, and reacting to defensive efforts in real time

possible.”

! Malware Types: Virus, Worm, Trojan, Ransomware, PREPP (Dec. 1, 2024), https://prepp.in/news/e-492-
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Not only is this spread of malware a technical/security issue but also a complicated legal one
especially in the area of intellectual property rights (IPR).® Malware is, simply put, software,
programmed, and in most cases sold in the form of a product or service in the black market.’
Similarly to legitimate software, malware has conceptual, logical as well as technical solutions
which are a result of human creativity and ingenuity.'” The result of this is a critical question,
thus: can malicious software and traditional intellectual property regimes (such as copyright,

patent and trade secret law) be and can be used to regulate it?!!

The question is not just doctrinal: may malware as a work of software be the focus of the
protection of copyright of an original work of authorship, or patent protection, as a novel and
non-obvious technical invention?'? It goes as far as the policy and practical levels of
enforcement.!> What does it mean to the creators, users, and regulators in case malware can
attract IP protection? Would the theoretical act of allowing malware to receive IP protection
put a dangerous incentive on the creation of malicious tools? On the other hand, does the denial
of IP rights concerning malware play a role in deterring its makers and dealers or is it merely a

form of symbolism which has little practical effect in discouraging cybercrime?

This question is aimed to undertake a systematic analysis of the applicability of standard IPR
regimes to malware.'* This will include researching the legality of malware as covered by
copyright and patent law, analysing the impact of the trade secrecy in the malware economy
under the ground as well as analysing the practical limitations and policy issues that arise when

attempting to enforce the IP rights.'®

2. APPLICABILITY OF TRADITIONAL IPR TO MALWARE

A computer software like malware in itself is in principle subject to the intellectual property

rights regimes that protect more ordinary programs.'® On the doctrinal level, malicious code

8 How Does Copyright Law Apply to Malicious Code and Cyberattack Techniques?, FBI Support Cyber Law
Knowledge Base (July 2, 2025), https://fbisupport.com/copyright-law-apply-malicious-code-cyberattack-
techniques/. (last visited Jan. 21, 2026).

% Stevens & Jackson, supra note 6.
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may be considered on the copyright, patent, and trade secret law, despite the fact that its end

goal and application are illegal.!”

e COPYRIGHT IN MALWARE CODE:

According to traditional copyright law, software is considered as a literary work, which can
be safeguarded in case it will constitute an original expression of an author that is recorded in
a tangible form.!® This is the case that is covered by the Berne Convention and national
legislation such as the U.S. Copyright Act or the Indian Copyright Act, which protects the
computer programs notwithstanding the fact of whether the program has benevolent or
malevolent purposes.'” Malware (written as a virus, worm, Trojan or advanced rootkit
framework) generally meets the following minimum requirements: It is written by a
programmer(s), and it is in the form of source and/or object code and is stored to a computer
or disk.?’ In a structural and syntactical sense, malicious and benign software are frequently
identical; the copyright law is not interested in the purport of the purpose, but in the how of the

expression.’!

In formal terms only, malware can thus be considered as an original piece of authorship.?* The
fact that computer code even in a case where it is a functional routine may be subject to
copyright has long been recognised in the courts without the need to prove that it is not a
mechanical algorithm or idea lacking any creative choice.?’ In the malware scene, the series of
commands, the architecture of the builder, the design of the command-and-control (C&C)
panel, and the logic used to evade or propagate can all be authoritatively selected to the extent
of passing the originality continuum.?* This can be seen with the ZeuS banking trojan which
was sold with a de facto end-user license that attempted to limit the distribution, reverse
engineering, and sharing with antivirus companies, a practice that is reflective of the practices

of a legitimate software licensing even though it cannot be enforced in the mainstream court.
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18 Software Protection Under Copyright Law, The Legal School (Jan. 17, 2026),
https://thelegalschool.in/blog/software-protection-under-copyright-law. (last visited Jan. 21, 2026).
1 WIPO Copyright Treaty art. 4, Dec. 20, 1996, S. Treaty Doc. No. 105-17 (1997) (providing that computer
programs are protected as literary works within Berne Convention art. 2),
https://www.wipo.int/wipolex/en/text/295166. (last visited Jan. 21, 2026).
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https://www.sgrlaw.com/briefings/474/. (last visited Jan. 21, 2026).

24 Stevens & Jackson, supra note 6.

B1d.

burnishedlawjourn.in


https://thelegalschool.in/blog/software-protection-under-copyright-law
https://www.wipo.int/wipolex/en/text/295166
https://www.sgrlaw.com/briefings/474/

Volume 7 issue 1 2026 2582-5534

Nevertheless, copyright law of malware has serious practical and policy implications.?® In the
event that the author of a malware kit has copyright in the code, they would probably have their
case thrown out on public policy grounds, since the work is likely to be used to commit a crime
(e.g. fraud, data theft, unauthorised access).?’ The use of malware going through a contract, or
an infringement of copyright, would void in most jurisdictions due to its association with an

illegal act.?®
e PATENTABILITY OF MALWARE TECHNIQUES:

The patentability issue is much narrower.?’ The patent law requires that an invention must be
novel, non-obvious and useful and in most countries, it must not be an abstract idea or a
business methodology.’® The U.S. Alice/Mayo framework test presented in the software
industry, that inquiries whether the subject matter of the claimed invention is focused on a

patentable technological improvement, is now subject to scrutiny of patent claims.>!

Possibly, satisfying the technical contribution requirement can be done with specific malware
techniques, including novel exploit mechanisms (e.g., buffer overflow, zero-day attack
vectors), persistence techniques, stealth techniques, polymorphic encryption, C&C
communication protocols, and DDoS amplification algorithms.** As an illustration, a technique
of avoiding being detected as a sandbox, dynamically changing network traffic signature, or
taking advantage of a hitherto unknown flaw in a protocol can be considered a technically not
adversarial effect.’* Ideally, any given attack method described in writing and with enough

technical specifics could be patented into an attack method or system.>*

However, the use of patents in cases of malware is restricted by a number of limitations.* First,

the utility or moral use objection can prevent registration when the invention is intended to be

26 FBI Support Cyber Law Knowledge Base, supra note 8.
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29 Patenting for Inventors Ep.155: Trademark Refused; Patent Approaches (utility/public policy discussion),
Nolan Heimann LLP (Aug. 21, 2025), https://www.nolanheimann.com/forward-looking-legal-podcasts-and-
blogs/patenting-for-inventors-155-trademark-refused-patent-appro. (last visited Jan. 21, 2026).
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31 Alice Corp. v. CLS Bank Int’l, 573 U.S. 208 (2014); see also Mayo Collaborative Servs. v. Prometheus Labs.,
Inc., 566 U.S. 66 (2012).

32 USPTO Issues Post-Alice Abstract Idea Examples, Patent Docs (Jan. 27, 2015),
https://patentdocs.org/2015/01/28/uspto-issues-post-alice-abstract-idea-examples/. (last visited Jan. 21, 2026).
33 USPTO Guidance on Computer-Implemented Inventions (post-Alice eligibility guidance), Venable LLP (Mar.
16, 2015), https://www.venable.com/insights/publications/2015/03/uspto-guidance-on-computerimplemented-
inventions-a. (last visited Jan. 21, 2026).
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put to illicit use i.e. hacking, espionage or extortion.>® The patent office’s tend to hesitate to
give rights on a tool that facilitates crime and even where a patent has been given, there is a
likelihood that it will not be enforced due to the restriction of its enforcement based on the
public policy.?” Second, the identical exploit or trick that is found in a malicious tool (e.g.,
malware) is frequently reflected in a legitimate security tool (e.g., intrusion detection systems,
vulnerability scanners, penetration testing tools).*® The convergence poses a policy issue: does
the law see the technical innovation as naturally good or bad based only on its usage?*” In
reality, defensive measures are actively patented, and similar offensive approaches are not
patented at all, and are patented as defensive tools, or simply have no protection at all as they

spend time under the legal radar.*°
e TRADE SECRET PROTECTION:

Practically, the law of trade secrets is arguably the most applicable and effective IP regime in
malware within the underground economy, particularly in the light of Malware-as-a-Service
(MaaS) schemes.*! Trade secrets are often proprietary malware frameworks, undetected
evasion mechanisms, custom exploit kits, C&C configuration, and pattern of attack.*’ Those
are usually not publicly revealed, but keep secret by their authors or operators, who take
proactive measures to hide them:** by obfuscating their code, restricting access to the source
code, insisting on payment or loyalty before access, and threatening revenge in case of malware

sharing or leakage.

MaaS vendors are acting like traditional software sellers: they sell their kits out to clients, do
not allow redistribution, do not permit reverse engineering, and they sometimes even patch or
update their malware to keep it effective.** An example is the leaked ZeuS source code which

caused a further propagation of variant versions, though the original kit was initially handled

36 1d.
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38 Understanding Malware-as-a-Service (discussing dual-use tooling and legitimate tools used in intrusions,
incl. penetration testing frameworks), Kaspersky (2023), https://media.kasperskycontenthub.com/wp-
content/uploads/sites/43/2023/06/06114408/Understanding_Malware-as-a-Service.pdf. (last visited Jan. 21,
2026).
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41 Understanding Malware-as-a-Service, Kaspersky (2023), https://media.kasperskycontenthub.com/wp-
content/uploads/sites/43/2023/06/06114408/Understanding_Malware-as-a-Service.pdf. (last visited Jan. 21,
2026).
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as a commercial product whose worth was determined by the secrecy and exclusivity.** In this
type of model, protection of trade secrets is achieved not by legal measures but by technical
protection (e.g. hardware keys, domain locked licenses) and informal rules in the cybercrime
culture in which code leakage is penalized by placing the leaker and his own system into yet

another vulnerable host.*®

Legally, the fundamental parts of trade secret protection, secrecy value, confidentiality, and
unauthorised use are in place.*’ But, once more the public policy obstacle comes into play
preventing the seeking of recourse at the official level since the courts will not award injunctive

relief or damages based on the misappropriation of a malware trade secret.*®
3. LEGAL, POLICY AND ENFORCEMENT CHALLENGES

The intellectual property right expansion to malware poses significant doctrinal, institutional,
policy-level challenges.*’ The main conflict is that the neutrality of the IP law, where the
expression and technical solutions are safeguarded regardless of the purpose, and the greater
social need to suppress mechanisms that lead to mass destruction collide.’® This section
compares three major issues that consist of the illegality of purpose, the fact of enforcement,

and the underlying policy issues present when using IPR to attacking software.!
e ILLEGALITY OF PURPOSE:

There is no technical neutrality in traditional IP systems: copyright safeguards the original
expression, patent law safeguards technical inventions, and trade secret law safeguards
information of a commercial value that is kept confidential.*? Ideally, the law does not inquire
about the goodness or evilness of the output, but only whether the output satisfies the official

provisions of protection.> In this perspective, malware, which is an organized, original code,

45 Zeus (malware), Wikipedia, https://en.wikipedia.org/wiki/Zeus (malware) (last visited Jan. 21, 2026).

46 Stevens & Jackson, supra note 6 (describing hardware-locked licensing controls around the ZeuS builder kit).
47 Supra note 41.

48 FBI Support Cyber Law Knowledge Base, supra note 8.

4 How Does Copyright Law Apply to Malicious Code and Cyberattack Techniques?, FBI Support Cyber Law
Knowledge Base (July 2, 2025), https://fbisupport.com/copyright-law-apply-malicious-code-cyberattack-
techniques/. (last visited Jan. 21, 2026).
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52 Berne Convention for the Protection of Literary and Artistic Works, art. 2(1), Sept. 9, 1886, as revised July 24,
1971, 25 U.S.T. 1341, 828 U.N.T.S. 221. (https://www.wipo.int/wipolex/en/text/283698) (last visited Jan. 21,
2026).

3317 U.S.C. § 102(a) (protecting "original works of authorship fixed in any tangible medium of expression");
Copyright Act, 1957, No. 14 of 1957, § 13 (India) (protection of literary works).
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generating a particular outcome is no exception to the rest of software.>* It is expressive, it is
fixed and it can even be clever technical solutions to challenging problems such as how to

avoid detection, persistence and how to stealthily communicate.>®

But the doctrine of the public policy (and similar terms as used in particular jurisdiction such
as morality or public order) can serve as a constraints principle.’® Registrations and courts
usually deny or refuse to grant rights to works the main object of which is criminal or harmful.>’
As an illustration, a contract to buy stolen goods, a right to use software to commit bank fraud,
would not be enforceable in most legal systems because it is against the public policy.’® It
would apply to malware, in that a user even with an original fixed code can still fail to sue a
rival hacker or reverse engineer of malware, due to the whole economy of the malware being
based on crime.’” The courts will not grant them the legitimate authority in the enforcement of
the terms of a malware EULA that seeks to limit usage by other criminals because this will

mean that the courts have authorization to help in the enforcement of a criminal product.®

This opposition to the impartiality of the IP law is vivid.®! IP aims to be functionally agnostic;
it is supposed to safeguard the development of software either by blocking viruses or by
generating them, as far as the form passes the legal test.> However, the legal and moral
intuition is overwhelmingly against the fact that systems should not contribute to the
proliferation of tools that undermine data integrity, privacy and national security even
indirectly.®> This presents a decision between either admitting the logical possibility that
malware can be defended in principle, or creating an exception to restrict or deny IP rights to

programs the main purpose of which is illegal interference with computer systems.®*

e ENFORCEMENT REALITY:

3 FBI Support Cyber Law Knowledge Base, supra note 8.
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36 Restatement (Second) of Contracts § 178(1) (Am. Law Inst. 1981) (unenforceability of contracts contrary to
public policy).

37 Patent Act, 35 U.S.C. § 101 (rejecting inventions contrary to morality); Indian Patents Act, 1970, No. 39 of
1970, § 3(b) (India) (excluding inventions prejudicial to public order).
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Practically, the practice of using IPR in connection with malware is virtually non-existent in
the state courts.® Criminal, rather than civil law, is the mainstream reaction to malicious
software.®® To prosecute the writers, publishers, and customers of malware, countries turn to
cybercrime laws, such as the Computer Fraud and Abuse Act in the U.S., the IT Act in India
and clauses of the Budapest Convention and national criminal codes to punish offenders of
offences such as unauthorized access, stealing data and disrupting systems.®” The requested
main remedy is the imprisonment, fines and asset forfeiture but not damages in case of

infringement of copyright or patent rights.®

Due to this fact, there is practically no platform where a malware maker can claim IP rights
over a copyist, a leakster or even an underground developer.®’ It is not possible to initiate a
copyright suit in a national court and claim that the other cybercriminal should stop using,
altering, or distributing the malware.”” Consequently, malware protection is not considered
legal but rather extra-legal: it is implemented both by technical (obfuscation, access keys,
hardware lockouts) and coercive (threat of retaliatory attack, exposure) norms of the
cybercrime underground.”! This fact negates the practicality of regular IP assertions in the
malware setting and underscores the fact that the law of internet crime is designed to protect

the criminal in the act, rather than civil safeguarding of the production.’
e POLICY DILEMMAS:

The wider policy dilemma is the subject of incentives and innovation.”® Should malware be
included in the protection of IP, it can have the unintended consequences of legitimising and
encouraging the development of more advanced, more reusable and more marketable malicious
tools.”* The law could encourage the commercialisation of malware by treating it as a product
with its own EULAs, version releases and a sense of licensing, thus making it legal effectively

means justifying an underground economy where cybercrime is professionalised.”> The

5 1d.

66 Id.

7 Computer Fraud and Abuse Act, 18 U.S.C. §§ 1030-1030(g); Information Technology Act, 2000, No. 21 of
2000, §§ 43A, 66, 66A—F (India); Convention on Cybercrime, Nov. 8, 2001, E.T.S. No. 185.
% FBI Support Cyber Law Knowledge Base, supra note 8.
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73 Understanding Malware-as-a-Service, supra note 41.
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stronger IP-like measures against malware are, the better the ransomware, banking Trojans,

and bot nets can become organised and sustainable.”®

Meanwhile, the boundary between offensive and defensive software is likely to be unclear.
""The techniques of exploitation applied to malware are also applied to penetration testing,
vulnerability researching and defensive devices such as intrusion detection system and sandbox
systems.’”® The fact that such techniques are strongly IP-protected when used in a defensive
manner is generally appreciated because it will foster the provision of security products.”
Nevertheless, the identical legal rationale, when applied to the offensive component, may result
in a system whereby the only distinction is the intent of the user and not the technology.®® This
puts the legal community on its heels in determining how to balance between justified security
research and criminal cyber-attacks and whether IP should be a means of neutral technical

defence or a sieve between moral and social policy.®!

In brief, there is an acute mismatch between the formal frameworks of the IP law and the reality
of criminal law and practical application of the dual-use aspect of cyber tools the rules and
principles of the IP law would seem to impose malware protection, whereas the reality of
criminal law and the wisdom of enforcing the concept of IP law extension severely restrain the
application of IP rules to malware and raises serious questions about the wisdom of providing

malware with the protection afforded by IP.3

4. CONCLUSION

The issue of intellectual property and malware is one of the tensions that underlie contemporary
cyber law.®®> Malware frequently meets the minimal requirements of protection afforded by
conservative IP regimes it is an original work of authorship, it has non-obvious and novel
technical solutions, and the methods and tools behind it are often kept secret and hidden, and

t.84

are a valuable commercial asset.®” Considered solely through the prism of IP doctrine, there is

76 1d.
71d.
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82 FBI Support Cyber Law Knowledge Base, supra note 8.
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little difference between the design of malicious software and that of any other software, which

is regularly safeguarded under the copyright, patent, and trade secret laws.%

However, this official eligibility is mercilessly limited by the fact of the utilization of
malware.®® Practically, malware is more of a cybercrime instrument, either to obtain
unauthorised access, steal sensitive information, cripple services, or ransom victims.®” The
extensive damage associated with the ransomware, spyware, and botnet software, and other
types of malicious code, collides with the technological neutrality of both IP law and the
imperative to safeguard the order, security, and digital trust of the population.®® In a case where
the main motive behind a technological invention is to assist in committing criminal activities,
the law does not fail to wonder whether the invention should be allowed equal rights and
protection to other socially beneficial inventions.® The public policy principles making the
contracts or rights invalid when they oppose the public interest, therefore, serve as an inherent

way to prevent the complete realization and application of IP rights against malware.”

An impartial viewpoint recognises that the IP law is in structure deliberately neutral- it
safeguards the shape and technical skill of software without necessarily examining its ethical
nature.”! It is a strength because it means that the protection of the law is not arbitrative
withdrawn from technologies that may be viewed as controversial or dual use in character.”
But this impartiality cannot be unconditional.”® The exercise of IP rights should be subordinated
to the larger values in the computer system, the security of digital infrastructure and proper
prosecution of crimes in the context of malware.”* When the creators of the malicious tools are
to be lent a semblance of legitimacy by the courts and regulators, the courts and the regulators
are rightly hesitant to enforce any copyright claim, patent rights, or trade secret protection that

would in some way support or reward the criminal activity.”

The reasonable solution is to create more distinct lines of doctrine and practice between illegal

malware and lawful security measures.”® When deployed in a banking trojan, the same exploit
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87 Stevens & Jackson, supra note 6.

88 FBI Support Cyber Law Knowledge Base, supra note 8.
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technique or evasion method could be an incident of cybercrime, whereas when deployed as
part of a cybersecurity research project, it may be a necessary and legitimate technique of
vulnerability discovery in penetration testing.”’ The legal and policy frameworks need to be
aimed at the context, intent and application of the technology, and not the consideration of the
entire destructive capabilities as problematical.”® Meanwhile, the key legal reaction to malware
should be strictly based on criminal law- creation, development, and implementation by the
means of effective cybercrime legislation and collaborative measures and policies between

countries.”’

Simply, although the IP law framework can technically support malware, its practical
implementation must be limited by the fact that the greater good must always be to curb
cybercrime and protect the digital eco-systems.!”” This is not meant to refute the
resourcefulness of the software development even in the dark side of cyberspace but to make
sure that the protection of the law is used in the best interest of the people and not in a way of

harming them.!'"!
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9 Convention on Cybercrime, supra note 67.

100 FBI Support Cyber Law Knowledge Base, supra note 8.
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